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Executive Summary

The goal of technology roadmapping in MASSIF is to ensure that the outreach of the MASSIF results
beyond the project, as well the influence of outside trends on MASSIF, are appropriately addressed. This
includes an assessment of the MASSIF approach and directions in light of the technology environment
and the investigation of its consequences. MASSIF will continue this roadmapping task throughout the
duration of the project, in order to guide the research and development work of MASSIF.

As a means of choice, in the initial phase of MASSIF work groups mutually reviewed the technical
concepts of the individual activities and developed a blueprint of the MASSIF architecture. The work
on the architecture was continued in Year 2 and resulted in an architecture document that depicts a
global view of the MASSIF system and of the solution it intends to achieve. This document is publicly
available for external users so they can understand how the MASSIF solution is structured and how its
components work together. Therefore the document provides a rather high-level description of different
elements (structural layers, components and functionalities). For consortium developers this serves as a
means to refer to the relationships and dependencies among components within an integrated framework.

Furthermore, based on the results of the scenario work package, MASSIF has developed important
recommendations concerning security, event processing, trustworthiness and compiler technologies – to
be used as guidelines for further work in the project. In Year 2 an updated version of this important
document was released, in which the technical guidelines have been complemented by legal guidelines.

In terms of activity co-ordination the project has established a close interaction through regular meet-
ings and workshops, complemented by regular voice- and video-conferences.

In terms of technology roadmapping, the MASSIF project has in its second year:

• Refined the goals, deliverables and architecture in terms of detailed contribution by each partner

• Communicated about, and positioned, the project in a wide variety of forums in Europe and beyond
with the following highlights:

– the approach and first results have been disseminated through the successful MASSIF work-
shop, which was co-located with the Cybersecurity & Privacy Forum (CSP EU Forum 2012)
organized by Effectsplus in April 2012

– a MASSIF whitepaper was published

• Researched, collated and confirmed details of the research challenges and emerging trends relating
to Security Information and Event Management systems

• Interacted with the advisory board of the project, which is composed of leading industry and do-
main experts who are well positioned to guide the project and ensure relevant and quality outcomes

Based on these diverse activities, and through steady and consistent co-ordination of all activities,
the project is on-track in terms of timing and technical progress.

Preliminary findings and outcomes indicate that the MASSIF project can play a valuable role in
achieving its goal of advancing Security and Event Management Capabilities and in strengthening the
ability of organisations and enterprises to thwart the rapid growth and seriousness of information security
threats and attacks.
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1 Introduction

The MASSIF project aims to create a next generation Security Information and Event Management
(SIEM) environment, and does this through the development of applied security techniques.

Gap Analysis and Solution Development Process. The following flow represents the approach adopted
in MASSIF, consisting of seven steps:

1. Definition and characterization of the four industrial scenarios within the project: (a) the manage-
ment of the Olympic IT infrastructure, (b) a mobile phone based money transfer service, (c) man-
aged IT outsource services for large distributed enterprises, and (d) an IT system supporting the
control of a dam as an example of a critical infrastructure.

2. Identification of technological gaps derived from the analysis of the scenario requirements.

3. Design of the MASSIF SIEM architecture addressing those gaps.

4. Implementation of the individual components of the MASSIF SIEM complying with the identified
guidelines and architecture design.

5. Integration of single components to build the MASSIF SIEM.

6. Adaptation of MASSIF SIEM to the four use case industrial scenarios.

7. Validation of the solution on the project scenarios.

Figure 1.1: MASSIF approach

©2011-2013 by MASSIF Consortium 11 / 65
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In spite of a sequential appearance, some of these steps can overlap in time owing to the needs of the
project.

At the moment of the release of this document, the project nearly completed the first four stages, so
most components are already implemented. We have furthermore already taken the first steps towards
the integration of the components and the adaptation of MASSIF SIEM to the four industrial scenarios.
Furthermore, it is expected that some MASSIF innovations and components can be integrated into the
open source SIEMs, OSSIM and Prelude, contributing to the improvement of their existing versions
available in the market.

The achievements of the first two years are aligned with intended project progress, and no significant
risks to continued progress are envisaged.

This document is structured to focus on two overall aspects of the project:

a) Co-ordination of activities and

b) Technology roadmapping activities

Co-ordination of activities. In terms of activity co-ordination the process of conducting the project is
reported on. This provides the reader with insight into the dynamics and modus operandi of the project
consortium. In the first year of the project it was essential to effect procedures for facilitating technical
discussions and resolving technical conflicts, as well as for ensuring integration and interoperability of
MASSIF results, and this has benefitted the consortium into the second year of project work by having
these fundamentals in place.

Technology roadmapping activities. In terms of technology roadmapping, this document considers:

The goals of MASSIF and progress to date. An architecture working group led by Hervé Debar from
Institut Télécom, acting as technical director of the project, has been established and has con-
tributed to the project progress in relevant areas. The proposed architecture has been validated
by the project and will be refined further on an as-needed basis. This effort will continue in the
project under the scopes of the testing and validation and integration work packages in order to
enhance the architecture description as modules are developed.

Technology guidelines. Based on the requirements defined in the scenario deliverable [8], a set of tech-
nology guidelinesfor the design and development of next generation SIEM platforms has been
identified. Also, the analysis of these guidelines in the integration deliverable [9] shows that the
MASSIF guidelines implemented by components and the two existing open-source SIEMs OSSIM
and Prelude can be implemented in future SIEM deployments.

The outreach and dissemination activities relating to MASSIF. This activity has aimed to ensure that
the communication of results, and influence of outside trends, is appropriately addressed. This has
also included regular exchange with related projects.

Details of the research challenges and emerging trendsrelating to SIEM systems. Within the project
consortium there is ongoing assessment of the MASSIF approach, and direction, in light of the
technology environment and its consequences.

In Section 2 a “Report on regular R&D management” is presented; Section 3 provides a “Report
on Coordination of Activities” after which Section 4 gives a “Report on Technology Roadmapping”. In
Section 5, a “Conclusion” is drawn and the progress is summarized and assessed.
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2 Report on regular R&D Management

This section shows the activity performed on the project internal technical management during the second
year.

In the first period (year 1) the following goals were established, and these have continued to underlie
the modus operandi of the consortium in the second period as well (year 2):

• To seek for a common technological approach.

• To align the technical work with the objectives in the Description of Work (DoW) [7].

• To check regularly the progress of activities (technical and also non-technical).

• To early identify difficulties or problems for the normal course of the project work.

• To prevent isolated developments.

• To keep the consortium informed about the status of the ongoing work.

Since the establishment of the project, monthly teleconferences have been held to reinforce these
principles, assembling all consortium partners to discuss technical and non-technical aspects of the
project.

The following list summarizes specific topics covered during the second year of project activity
within these teleconferences:

• Assessment of results from the first technical review and consortium strategies.

• Work packages progress.

• Progress of ongoing deliverables(due in M18,M20,M21,M24) and quality issues.

• Progress of work derived from the first technical review (especially D2.1.1, D3.1.4 and the formal-
ization of MASSIF architecture).

• Collaboration and joint activities with other groups, projects and initiatives, especially on the fields
of Security, Cloud and Resilience. (see also Chapter 4.2.4)

• Actions with regard to the advisory board. (see also Chapter 4.5)

• Preparation of reporting activities, including internal midterm reporting and the second period
reporting.

©2011-2013 by MASSIF Consortium 13 / 65
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• Preparation of additional meetings.

• Preparation of the second project review.

The following table provides a summary of these teleconferences:

Date Description

2011-11-02 Preparatory actions for the first technical review
Review presentations inspection and alignment

2011-11-29 MASSIF 1st technical review debriefing
Discussions on the formalization of the architecture document
Status of deliverables in M18 (D3.1.3,D3.1.5, D3.3.4, D3.4.1, D3.4.2, D5.4.1, D6.2.2.)
Preparatory actions for the 1st MASSIF workshop.

2011-12-20 Progress status of the architecture document
Status of deliverables due in M18, including change of nature of D3.4.2
Status of other work packages: WP4.1, WP4.2, WP4.3, WP5.1 and WP5.3
MASSIF 1st workshop inclusion in the CSP EU Forum 2012 (April 2012, Germany)
and workshop promotion.
Participation in the A4 workshop in Darmstadt(Germany)in February 2012.

2012-01-24 Progress status of the architecture document
Progress of deliverables due in M18
Status of work packages: WP4.1, WP4.2, WP4.3, WP5.1, WP5.2 and WP5.3
Status of MASSIF 1st Workshop preparations.

2012-02-28 Evaluation of the First Review technical report
Detailed look on the recommendations and remarks.
Discussion of strategies.

2012-03-27 Progress status of deliverables due in M18.
Status of the new version of D3.1.4
Postponement of D5.4.1 after peer review
Alignments of deliverables with the architecture document after the Executive Board
Meeting in Caen (France)
Strategy and schedule for the new version of D2.1.1
Discussion on scope and storyboard for a possible joint demo for the second review.
Discussion on possible synergies with other research projects on Security, Cloud and
Resilience areas

Table 2.1: Teleconferences (part 1)

All teleconferences were written up and records were kept in the project internal repository (BSCW)
following the indications of the Quality Plan (D1.1.1).
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Date Description

2012-04-17 Progress status of deliverables due in M18.
Status of the architecture document
Progress of the joint demo for the second review
Non-functional demos on scalability and resilience for the second review
Status of the first workshop preparations, promotion activities, evaluation and report in
D6.1.2
Status of WP2.2, WP3.1, WP3.4, WP4.1, WP4.2 WP5.1, WP5.2, WP5.3, WP5.4

2012-05-22 News about the second technical review.
Status of functional and non-functional demos.
Actions for WP1.2: D1.2.2, clustering activities and advisory board
Non-functional demos on scalability and resilience for the second review
Status of WP2.2, WP3.1, WP3.4, WP4.1, WP4.2 WP5.1, WP5.2, WP5.3, WP5.4 and
WP6.2
MASSIF components catalogue

2012-06-28 DSR component in the joint demo for the 2nd review
2nd review preparations
Overview of the CEP
Status of deliverables due in M24 (D1.2.2, D3.1.6, D3.4.3,D3.4.4,D4.1.2, D4.1.3,
D4.2.2, D4.3.2, D5.3.2, D5.1.2, D5.1.3)

2012-07-24 Introduction to the next midterm report in August 2012
Preparation of the next EB meeting in Paris
Agenda for the 2nd review of the project
Demo update: PEP deployments on the MMT scenario
of deliverables due in M24 (D1.2.2, D2.1.1, D3.1.6, D3.4.3,D3.4.4,D4.1.2, D4.1.3,
D4.2.2, D4.3.2, D5.3.2, D5.1.2, D5.1.3)

Table 2.2: Teleconferences (part 2)
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3 Report on Coordination of Activities

The cooperation of activities is dedicated to mitigate the risk of the project delivering isolated SIEM
components instead of an integrated service-level SIEM framework. The main focus of the coordination
activities in Year 2 has been the work on the architecture, the preparation of the MASSIF workshop, and
the work on integration.

3.1 Architecture Working Group

3.1.1 Architecture overview

Over the first semester of the second year of the project execution, there was a concerted effort to produce
a document that describes the vision of the partners regarding the architecture of the MASSIF SIEM sys-
tem. The consortium decided not to formalize this document within a specific deliverable, but to release
it as a standalone document due to its relevance for the project activities. The production of this doc-
ument was lead by Paulo Verissimo from FCUL with support from ATOS, and included collaboration
by all partners. Different partners played various roles: partners more related to the scientific research
gave a description of the components that are being developed within the project, taking a special care
into defining the flux of information and interactions within the architecture; industry use case provider
partners validated the architecture with respect to their use cases, paying a particular attention in ensuring
that the fundamental requirements can be fulfilled by the MASSIF SIEM; partners that commercialize
SIEM products analyzed the architecture with respect to existing systems, with a focus on determining
the MASSIF components that could supplement, improve or replace existing SIEM functions with ad-
vanced functionalities. The main goal of this document was to depict a global view of the MASSIF SIEM
and of the solution it intends to achieve. The document is primarily for external users to understand how
the MASSIF solution is structured and how its components work together. Therefore, a high-level de-
scription of different elements was provided (structural layers, components and functionalities), leaving
for a more detailed information the reading of MASSIF project deliverables. Consortium developers may
also resort to this documentation to understand the relationships and dependencies among components
within an integrated framework.

3.1.2 MASSIF architecture

The MASSIF architecture is represented through several views that convey different perspectives, levels
of abstraction and needs. It is intended to be as general as possible and does not address any particular
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scenario or use-case that could add specific constraints to the common solution. Thus it is worth pointing
out that not every single component is subject to be adapted to each considered scenario, but we will have
different instantiations of the general architecture depending on the given characteristics of the scenario.
Furthermore, the MASSIF architecture, which is open, is intended to be powerful and generic enough
to allow future system integrations, and support different use-cases from the ones investigated in this
project, by third parties.

A diagnosis of the shortcomings of current Security Information Event Management (SIEM) sys-
tems, which led in part to the proposal of the MASSIF architecture, can be described succinctly by the
following: inability of encompassing ICT infrastructures with global deployment, since they normally
consider events from single organizations; incapability of providing a high degree of trustworthiness or
resilience in event collection, dissemination and processing, thus becoming susceptible to attacks on the
SIEM systems themselves; insufficient correlation and lack of countermeasure capabilities; centralized
rule processing, making scalability difficult by creating bottlenecks and single points of failure.

Addressing these problems implies a set of functional, as well as non-functional requirements, to
be met by the MASSIF architecture. Some functional requirements bring about innovative functionality
compared with existing SIEM. On the other hand, satisfying non-functional requirements such as re-
silience, understood as the capacity to maintain acceptable levels of security and dependability in harsh
operating conditions, is considered by MASSIF as a key asset of critical SIEM systems, given the current
and expected severity of advanced persistent threats or targeted attacks. Satisfying those attributes and
requirements implies meeting a set of key objectives:

• Scalable data acquisition and collection of huge amounts of events from diverse and geographically
spread nodes.

• Distributed and near real-time aggregation, dissemination and processing of events; alert genera-
tion and incident notification; countermeasure propagation.

• Scalability and elasticity of correlation, across integrated and distributed engine implementation
alternatives.

• Clear decoupling between the target (monitored) and SIEM (monitoring) system, for minimal
impact on the observed infrastructure, and adaptation to varying target/SIEM system combinations.

• Resilient operation of the above against faults and attacks of incremental severity, maintaining
availability, integrity and confidentiality.

When reflecting about key non-functional aspects of the MASSIF SIEM architecture, such as scala-
bility, versatility and resilience, one has to take into account:

• Different interaction realms, such as: multiple and (mainly) unprotected edge facilities; hostile
large-scale communication environment; more protected, centralised or decentralised core facili-
ties.

• Distinct levels of risk accepted for different instantiations of the architecture in various scenarios,
leading to different levels of resilience as a trade-off for cost and complexity.

• The difficult combination of characteristics such as: security, timeliness, multi-tenancy.
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The MASSIF architecture intends to address the aforementioned objectives. The MASSIF SIEM
system is structured as an infrastructural overlay of the monitored payload system. The overlay is im-
plemented by devices which provide the hooks to the monitored system, MASSIF Information Switches
(MIS), whilst they themselves serve as nodes of the overlay. The MASSIF SIEM architecture features
several layers: Data layer, Event layer, Application layer (see Figure 3.1).

Figure 3.1: MASSIF Architecture Overview

The main purpose of the MASSIF Data layer services is to deliver security information flows up
to the MASSIF core, as indicated by the thick arrow. In order to do so, this layer must provide the
functionalities for the collection, aggregation and normalization of the events generated by the payload
machinery and use the services offered by the MASSIF resilient infrastructure to provide the relevant
security data to MASSIF applications.

The Event layer is provided by a generic events dissemination service, implemented by the Re-
silient Event Bus (REB), supported on a dedicated communication service resilient to faults and attacks.
The communication service is implemented by protocols running amongst the MIS. The REB performs
generic event dissemination towards the services in the core-side of the infrastructure, namely the event
processing engine.

The Application layer features several key services. Processing of events in the MASSIF SIEM is
performed by a highly-scalable, elastic correlation engine. The latter is realised as a parallel Complex
Event Processing (CEP) system. Security monitoring in MASSIF SIEM is supported by the Predic-
tive Security Analyser (PSA), which performs multi-level predictive security monitoring. The Attack
Modeling and Security Evaluation Component (AMSEC) is intended to complement the direct analysis
functionality of the SIEM system, by providing the architecture with the capability of attack modeling
and security evaluation. The Decision Support and Reaction (DS&R) component provides an adminis-
trative tool based on the OrBAC model, which allows consolidation of the security policy through the
different infrastructure components in an organization, and automatic configuration of those components,
enforcing the countermeasures to be applied (as indicated by the fine arrow).
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These services are helped by a generic visualisation service and a repository service. The purpose of
the visualisation component is to provide a convenient and effective GUI for the interaction with MASSIF
SIEM components. The common MASSIF repository provides cross-layer information integration from
different components of the MASSIF SIEM.

3.2 First MASSIF workshop

The first MASSIF workshop was held on 25th April 2012 in Berlin, Germany. It was co-located with
Cyber Security & Privacy (CSP) EU Forum 2012 organized by Effectsplus 24-25 April 2012.

Calls for workshops, Posters and tutorials were launched by CSP EU Forum in October 2011. The
topics of the call were security and privacy. The MASSIF consortium decided to submit a proposal
for a Cluster Workshop involving invited speakers from other projects and speakers from the industry.
The title of the workshop was “Advanced Security Event Management of Complex System”. A MASSIF
Poster was also submitted for CSP EU Forum.

Both MASSIF submissions were accepted with the condition to limit the workshop to half-day dura-
tion as for all accepted workshops within CSP EU Forum.

The MASSIF consortium has invited the FP7 VIKING and Symantec to contribute to the “Cluster
Workshop” since their research activities involves the processing of a large amount of events.

Four “Cluster Workshops”, 3 workshops, 7 posters, 3 demos and 4 tutorials were selected by the
program committee of CSP EU Forum.

3.2.1 Abstract of the Workshop

Extracting pertinent information from a high volume of events for security monitoring is a complex task.
It is all the more complicated when complex systems, such as critical infrastructures, distributed systems
or sensitive applications, are at stake.

The workshop aimed at bringing together SIEM and SCADA systems experts to exchange ideas and
identify unsolved industry and research issues. The field of critical infrastructures played a prominent
role as they are commonly targeted in the European projects MASSIF and VIKING, whose research re-
sults, approaches and results were presented. Complementing this, the corporation Symantec, worldwide
provider of security solutions, described their approach of security intelligence analytics through their
tool TRIAGE, which extends the activities of the European project WOMBAT.

3.2.2 Presentations

Four presentations were carried out during the workshop: two related to the MASSIF project, one to the
VIKING project and an invited presentation from Symantec.

Presentation 1: “Advanced Security Monitoring: Challenges, Advances, and Foundations - The
MASSIF project”, Roland Rieke (Frauhofer-SIT)

This talk discusses the challenges to advanced SIEM systems addressed by the MASSIF project.
These challenges are derived from the analysis of four industrial domains: (i) the management of the
Olympic Games information technology infrastructure; (ii) a mobile phone based money transfer ser-
vice, facing high-level threats such as money laundering; (iii) managed IT outsource services for large
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distributed enterprises; and (iv) an IT system supporting a critical infrastructure (dam). The vision of cre-
ating a next-generation SIEM environment drives the development of an architecture which provides for
trustworthy and resilient collection of security events from source systems, processes and applications

Presentation 2: “Using MASSIF to protect a Critical Infrastructure: Dam use case”, Luigi Cop-
polino (Epsilon).

The safety failure of critical infrastructures may result in death of hundreds or thousands of people,
as well as serious damages to the environment. The current SCADA (Supervisory Control And Data
Acquisition) technology is not able to cope with malicious attacks, since it was not designed with security
in mind. Protection from malicious attacks must be provided by additional technology, which must be
integrated with the existing SCADA system in a seamless way. This talk introduced the approach in the
MASSIF project to enhance current SIEM technology to make it suitable for the protection of Critical
Infrastructures. In particular, the talk focused on a challenging case study, namely monitoring and control
of a dam, and illustrated how the MASSIF SIEM is able to deal with a coordinated physical-logical attack
issued by an internal attacker.

Presentation 3: “The VIKING project - Towards more secure SCADA system”, Gunnar Björkman
(ABB AG).

This presentation gave an overview of the VIKING project including its motivation, background and
the main results produced within the project. The VIKING project was started to investigate the increased
security risks coming from deliberate cyber attacks on critical infrastructures targeting SCADA systems
used for the supervision and control of electrical grids. The project also evaluated attack consequences
and proposed mitigation measures. In order to achieve these objectives the project built and used models
of cyber attacks using attack and defense graphs, cyber-physical models of SCADA system architectures
and applications, models of the power grid and models of the society. The power grid models and society
models used to evaluate potential consequences of cyber attacks on SCADA systems were described
during the presentation.

The VIKING Story Boards, which is a catalogue of different attack scenarios, including model based
calculation of success probabilities and estimations potential impacts in the society were also presented.
A description of the VIKING Testbed including a real-life SCADA system and the developed models
closed the presentation.

Presentation 4: “Advanced TRIAGE Analytics for Security Intelligence”, Olivier Thonnard (Syman-
tec).

TRIAGE is a software tool that provides advanced analytical capabilities for automating cyber intel-
ligence tasks on massive security data sets. One of the rationales for developing such tool is to enable
rapid triage analysis of security events with respect to any number of features, and therefore help an-
alysts to quickly attribute various waves of Internet attacks to the same phenomenon, e.g., an attack
campaign likely run by the same individuals. Using some examples from the analysis of the targeted
attacks landscape in 2011, the presentation illustrated how TRIAGE analytics can shed some light on
large-scale cybercrime campaigns and the modus operandi of their presumed authors. Panel discussion:
“Challenges of Advanced Security Event Management of Complex System” This panel discussion was
moderated by Elsa Prieto Perez (Atos). All the workshop speakers participated to the discussion: Roland
Rieke, Luigi Coppolino, Gunnar Björkman and Olivier Thonnard. The audience participated also by
asking questions and expressing opinions.
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3.2.3 MASSIF Poster

A poster was presented in the hall. It summarized the objectives, the challenges and the approach of the
MASSIF project. The poster gave us the opportunity to have open discussions with the security experts
on MASSIF challenges and MASSIF approach.

3.2.4 Summary of the workshop outcome

These are some of the ideas resulting from the Cluster Workshop: Every solution is a scenario-based
solution. It is not possible to address all possible scenarios within the scope of a project, though certain
generalization is possible. A project like MASSIF cannot guarantee the coverage of all possible situations
within a single scenario, but special misuse cases show the relevance of the proposed solutions.

Faced with a situation similar to the Stuxnet incident in Iran, MASSIF could have detected by means
of formalized parameters, some misbehaviors in the system produced by the virus intense activity. MAS-
SIF tries to take advantage from existing/traditional security systems and goes a step ahead by providing
an infrastructure with reaction capabilities. Members of the audience mentioned that in spite of the
MASSIF resilience strategies, it could be possible to collapse the system by means of enormous amounts
of valid instances leveraging the resource consumption during the reasoning phase. This type of attack
has to be further analyzed during the tool adaptation phase of the MASSIF system. The layered archi-
tecture of MASSIF should automatically mitigate the effect of such attacks. Denial of service attacks
on sensor level, which are occurring at one edge of the distributed MASSIF system should only cause
local problems. This could be managed by the local MASSIF Information Agent or MASSIF Informa-
tion Switch. The concentration of sensors favors successful attacks at one time. Important challenges to
address are: i) the scalability of the system to process sheer volumes of data and leverage on the cloud
computing services ii) aggregation and data fusion techniques to address the multi-dimensional aspects
iii) the importance of visualization of the outcome of processing techniques to spot patterns.

More details regarding the workshop are in MASSIF Workshop Report (D6.1.2). The workshop
presentations are available at:
http://www.massif-project.eu/massif_1st_ws
http://www.cspforum.eu/programme/presentations-day-2

3.3 Integration

3.3.1 Integration overview

Over the second semester of the second year of the project execution, the consortium decided to bring
forward to the second year part of the integration activities of the project, related to the task 5.3.5 -
MASSIF integration in the DoW [7]. The major objective of this action was to to ensure that all MASSIF
modules would be able to work together as a combined Advanced SIEM Framework at the end of the
project. As a secondary objective, this activity would feed into the progress of WP5.4 - OSSIM and
Prelude integration.

Starting from the definition of the MASSIF architecture, the deliverable Task 5.3.5 was split in two
major tasks:
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1. the definition of the integration plan, targeting the end of the second year of the project (September
2012), and

2. the report on components integration, expected at the end of the third year (September 2013).

The production of this document was lead by Rodrigo Diaz from ATOS and involved the collaboration
from all partners.

The main goal of the Integration Plan was to depict a global view of the MASSIF interfaces. The doc-
ument is primarily for internal users to understand the relationships and dependencies between MASSIF
components.

3.3.2 Integration interfaces

As introduced in the previous chapter, the integration activities carried out during this period started with
the identification, numbering and definition of all MASSIF components interfaces.

Once all interfaces had been identified and classified, the next step included the detailed specification
of each interface. This iteration aimed to define the type, data format, technology and protocols used
in each interface. With these details it could be seen that the interfaces provided by components are
compatible and can be connected. In fact, some components have been already integrated.

Concerning the activities to be done in this area in the next period, with the definition of the interfaces,
the next step is to define how integration will be tested and reported. To this end, we already started to
document the test cases to be executed and the expected results of these test cases. Integration activities
will conclude with the reporting of the execution of test cases.
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4 Report on Technology Roadmapping

The goal of technology roadmapping is to ensure that the outreach of the MASSIF results beyond the
project as well the influence of outside trends on MASSIF are appropriately addressed.

4.1 MASSIF Technology Guidelines

Based on the requirements defined in deliverable D2.1.1 [8] for the four scenarios in MASSIF, a set of
recommendations or guidelines that should guide the design and development of next generation SIEM
platforms has been identified.

In the first version of deliverable D2.1.1, the guidelines were grouped in four topics: 1. security
(G.S), 2. event processing (G.E), 3. trustworthiness (G.T), and 4. compiler technologies (G.C).

In the revised version of deliverable D2.1.1 (Version V2.5) we have added a fifth topic, namely “legal
aspects” (G.L). These desired features of future SIEMs will apply in MASSIF as far as possible. They
have been guiding the development activities (A3, A4, A5)in maintaining a tighter connection with the
scenarios, and giving MASSIF overall a stronger sense of focus.

The guidelines within topics 1–4 have already been described in detail in the roadmapping report of
year 1 [11]. So, in the following we will describe the additional guidelines, which cover the legal aspects.

4.1.1 Guidelines concerning legal aspects

In terms of legalconsiderations, SIEM systems themselves need to be viewed as data processing entities
with consideration being given to issues like data retention, data privacy and so on. From the scenarios
considered, the following requirements in terms of legal aspects have been identified:

• G.L.1. Data Retention Time.Data must be retained for a period of time no longer than that
necessary to the activities for which they were collected. If the data are required for detection
and suppression of crime they can be stored for a longer period of time. Special authorization
mechanisms to these data must be used; if possible, only one party - which would act as the
interface with authorities in case the data is required by them - should have access to these data.

• G.L.2. Forensic Support.Data that must be retained for forensic purposes must be maintained
exactly in the original form. Indeed, data handling and processing invalidate the content as forensic
proof.

• G.L.3. Cross-Border Data Transmission.It must be possible to limit the transmission of data
outside of certain borders (e.g. national border, company border). It should be possible to process
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Figure 4.1: The recommendations grouped in five topics

data within such a border.

• G.L.4. International Data Transmission.If personal data must be transferred to another country, it
must be ensured that the level of data protection in the country of destination is adequate.

• G.L.5. Least Persistence Principle.Only data strictly needed for security guarantee must be kept,
while unnecessary details must be deleted or made anonymous.

• G.L.6. Flexible Security Measures.Considering state of the art technology, a minimum set of
measures must be taken to preserve integrity, confidentiality, and availability of personal data.
Such measures must be flexible in order to guarantee several levels of security.

• G.L.7. Minimum Security Measures.A minimum set of measures must be taken to preserve
security of sensitive data. Such a minimum set depends on both the sensitiveness of data and the
state of the art technology at the time of the implementation.
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4.1.2 Requirements based SIEM System Design

In order to reinforce the requirements based approach to developing next generation SIEMs, Figure 4.2
consolidates the different scenarios, design guidelines and technical integration elements.

Figure 4.2: Requirements based SIEM System Design

The figure indicates how business process, application and infrastructure are the starting points for
analysis, and that the design guidelines and technical implementation are consequences of these items.

It should be noted, that the purpose of our next-generation SIEM recommendations is not to support
any specific scenario, yet we believe that by considering four fairly diverse, challenging and represen-
tative scenarios it is possible to ensure that the SIEM design guidelines (and subsequent prototypes and
products) cover at least all the requirements arising from the scenarios under investigation.

4.1.3 Guidelines Traceability Matrix

This section includes different traceability matrixes mapping the technical guidelines of D2.1.1 [8] versus
the MASSIF outcomes in order to highlight which guidelines are addressed by MASSIF up to the end of
the second period and which guidelines are still uncovered.

The matrix in Fig. 4.3 illustrates the relationship between the technical guidelines (G.S, G.E, G.T and
G.C) and the various MASSIF components in their current status. Most of the guidelines are addressed
by at least one component, except for G.S.6 that remain uncovered at the end of the second year of the
project (even though there is an indirect link between this G.S.6 and the REB by means of the Trusted
MASSIF information agent described in D5.2.1).
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Figure 4.3: Traceability matrix: guidelines vs components.

The matrix in Fig. 4.4 illustrates the relationship between the technical guidelines and the MASSIF
deliverables submitted during both the first and second year. Not all deliverables are listed here, only
those belonging to activities A3, A4, A5. It is noticeable that A3 work covers the G.E.x and G.C.x, A4
dominates the G.S.x, and A5 is positioned around the G.T.x. This is totally in line with the MASSIF
objectives listed in the Approach & Key Results section. Deliverables belonging to A1 and A6 have no
connection to any technical development but to management, dissemination and exploitation tasks, there-
fore they do not contribute to the guidelines. The only A2 deliverable is D2.1.1, which itself provides
the guidelines to be considered for the development.
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Figure 4.4: Traceability matrix: guidelines vs deliverables.
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Finally in order to provide a comprehensive view and also some temporal reference, the matrix in
Fig. 4.3 shows deliverables together with their mapping against guidelines.

Figure 4.5: Traceability matrix Y1 and Y2.

Next, we show how the project relates to the legal guidelines from D2.1.1. It is worth mentioning that
in most cases the compliance with these guidelines relates very closely to the specifics of the considered
scenario and the adaptation of MASSIF to such scenario – not to MASSIF developments themselves.

©2011-2013 by MASSIF Consortium 28 / 65



MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

For example, the cross-border guideline (G.L.3) could be applicable to the Critical Infrastructure Process
Control (Dam) scenario, but it is very unlikely, as the information management would generally remain
at national or even regional level. In other situations, the legal guideline is not applicable to the scenario,
like G.L.7 for the Managed Enterprise Service infrastructure scenario, where the security method to be
applied is not limited to a minimum set but must be as strong as possible.

In order to solve this subjectivity, D2.1.1 proposes technical requirements to address these legal
guidelines. The coverage of these requirements by MASSIF work in the second year is shown in the
following matrix. Again, we notice that the lack of coverage in G.L.4 has a strong dependency on the
scenario characteristics (the existence of certain agreements between organizations in different countries)
and not on the technical implementation.

Figure 4.6: Traceability matrix: legal aspects.

4.2 Outreach of MASSIF results – Synergies with projects

In order to meet the impact creation objective, MASSIF has been developing clustering and network-
ing activities. These activities had the main purpose to strengthen the collaboration between MASSIF
and several R&D projects and initiatives, to identify possible cooperation opportunities and common
interests.

The following projects have been proposed for cooperation for the second and third year of the
project. Involved partners will report the result of such cooperation in the following reporting period.
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4.2.1 Category “Security”

Project SecFutur

The SecFutur1 project will develop a new security engineering process that can flexibly integrate security
solutions into an overall framework for the hardware platform based design process and that can be
incorporated into the existing design process with a minimum amount of changes. Security solutions will
be provided in terms of security building blocks that integrate existing hardware and software security
mechanisms in order to address complex security requirements. Carsten Rudolph, the project coordinator
of SecFutur presented work done in Fraunhofer on Trusted Computing and TPM which is used in the
embedded systems building blocks within the SecFutur project on April 27th 2011 at the VIKING,
Massif and SecFutur meeting. Roland Rieke also had a meeting with the SecFutur partner SEARCH-
LAB in Budapest on May 30th 2011. Because one of MASSIF’s scenarios, namely the DAM critical
infrastructure, is connected to cyber-physical systems, the Fraunhofer MASSIF team is cooperating with
the SecFutur team in this area, specifically w.r.t. the work done in task 5.1.4.

Project SysSec

SysSec2 is an FP7 European Network of Excellence in the field of Systems Security. Over the past
decade there is an increasing number of cyberattacks and have evolved to unprecedented levels of so-
phistication. Many of the efforts in cybersecurity are reactive and try to protect against old attacks while
the attackers have already developed new techniques for the next strike. SysSec aims at advancing in
the field of cybersecurity so organizations become proactive. Instead of cleaning after existing (or past)
attacks, organizations should work on predicting threats and vulnerabilities and build our defense before
threats materialize. The Noe aims at exploiting the European research synergies to change the trend in
cybersecurity from reactive to proactive security. Chalmers University is a partner in the SysSec project.
UPM is a partner in the MASSIF project. Both universities have established a collaboration at the inter-
section of the MASSIF and SysSec projects investigating how to apply the CEP technology developed in
MASSIF to DDoS attacks, one of the cibersecurity attacks studied in SysSec. More concretely the scal-
able CEP technology is being used to characterize the legitimate traffic in real-time and when a DDoS
attack occurs the scalable CEP technology is used to filter the ilegitimate traffic. The collaboration has
been materialized by means of two 1-month research stays of a UPM PhD student at Chalmers and the
writing of a joint paper that will be submitted soon to a conference or journal.

4.2.2 Category “Cloud”

Project CumuloNimbo

CumuloNimbo3 is an FP7 STREP project led by UPM on developing a novel scalable database able to
scale to million update transactions per second in cloud data centers. The project goes beyond the state

1http://secfutur.eu/
2http://www.syssec-project.eu/
3http://www.cumulonimbo.eu/
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of the art by scaling out relational databases in a fully transparent way unlike current cloud approaches
based on sharding that force to substantially modify applications or even to write them from scratch.
UPM is integrating the main result from CumuloNimbo, the scalable relational database as a technical
solution to store events in MASSIF. This will enable to simplify the development of many components
that instead of having to deal with complex event processing will simply access the database to read the
events from relational tables, therefore, significantly simplifying its development and enabling partners
to focus on the core of their contributions on the security side.

Project CompatibleOne

Télécom SudParis is also participating in the CompatibleOne4 project, a french-funded collaborative
project aiming at providing tools for open cloud initiatives. The CompatibleOne project has defined
a set of common open cloud services that include the CompatibleOne Security Service (COSS). We
are providing an autonomous version of the PyOrBAC engine (pre-installed into a virtual machine and
pre-configured for security policy management) to the CompatibleOne project.

4.2.3 Category “Resilience”

Project TClouds

TClouds5 (Trustworthy Clouds) is an IP-FP7 project with 15 participants. The project focus on pri-
vacy protection in cross-border infrastructures and on ensuring resilience against failures and attacks.
TCLOUDS aims to build prototype internet-scale ICT infrastructure which allows virtualised computing,
network and storage resources over the Internet to provide scalability and cost-efficiency. In prototype
development, it is a priority to address the challenges of cross-border privacy, end-user usability, and
acceptance that are essential for widespread acceptance of such an infrastructure.

Areas where we can collaborate with respect resilience aspects: Tclouds has been making efforts
with regard to the use of several inexpensive public clouds to build dependable cloud services, or simply,
cloud-of-clouds services. These efforts have mainly two targets. The first is Dependable storage services
that rely on public storage clouds like Amazon S3 (Simple Storage Service) or Google Cloud Store
without trusting any of them individually. The second target is the development of PaaS infrastructure for
cloud-of-clouds. The basic underlying building block of such PaaS is the BFT-SMaRt replication library
(http://code.google.com/p/bft-smart/), a large effort lead by FCUL researchers to leverage Byzantine
fault-tolerant (BFT) state machine replication from research to reality. These two areas match nicely
with MASSIF objectives, as the storage of events moves towards solutions where they are stored in the
cloud. Additionally, we will be taking advantage of the BFT-SMaRt replication library as one of the
mechanisms for improving the resilience of the nodes.

4http://www.compatibleone.org
5http://www.tclouds-project.eu/
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4.2.4 Other bilateral and multilateral activities

Project Effectsplus

During its second year, MASSIF continued its participation in the activities organized by the CSA Ef-
fectsplus6.Two major activities are noteworthy:

• The “Cyber Security & Privacy EU Forum 2012”. Within this context, MASSIF organized its first
Workshop, as reported in Section 3.2.

• The “Third Clustering Workshop” on exploitation and impact of the results of FP7 Security and
Trust research projects. MASSIF presented a short abstract briefly describing its exploitation and
impact perspectives along three main dimensions: the business dimension, related to the com-
mercial opportunities of the project outcomes; the knowledge dimension, related to strengthen
the competitiveness of both academia and industry organizations by adopting MASSIF ideas and
concepts; and finally the public dimension, related to the indirect citizens’ benefit by the project
contributions to initiatives such as the European Digital Agenda 7. Atos presented this paper in the
event organized on September 6th 2012 in Padua (Italy).

Project VIKING

The VIKING8 project has been completed, has passed the last Project Review and has been approved.
Gunnar Bjoerkman, the project coordinator of VIKING, is still active in supporting the MASSIF project
with helpful comments and input to certain deliverables. He participated as invited speaker at the MAS-
SIF workshop in Berlin and is also member of the MASSIF advisory board (cf. Chapter 6).

Project DEMONS

The FP7 DEMONS9 project is at the end of its second year. It will last until March 2013. The DEMONS
architecture enables a decentralized, cooperative, privacy-aware and cross-domain network monitoring
and mitigation of security incidents. The architecture comprises three layers: (a) an application layer
that allows the development and the deployments of measurements and mitigation applications, (b) a
coordination layer that combines the management of the measurement and the mitigation primitives and
the exchange of the results intra and across domains, and (c) a measurement layer that is represented
by nodes running Blockmon, a novel and high performance measurement system. The architecture is
designed to process on-line data which is appropriate to incidents detection and mitigation. Within
France Telecom, the contributors to MASSIF and the contributors to DEMONS are in the same R&D
team. They frequently exchange on their activities.

MASSIF project was invited by the project DEMONS dissemination team to participate in the work-
shop “Collaborative Security and Privacy Technologies” collocated with CSP EU Forum 2012 and the

6http://www.effectsplus.eu/
7http://ec.europa.eu/information_society/newsroom/cf/digital-agenda.cfm
8http://cordis.europa.eu/projects/rcn/88625_en.html
9http://fp7-demons.eu/
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MASSIF workshop. In this the DEMONS workshop, Ricardo Jimenez-Peris (from Universidad Po-
litecnica de Madrid) gave a talk titled “MASSIF: A Highly Scalable Security Information and Event
Management (SIEM)”, which addressed one of the DEMONS challenges in monitoring approaches for
the Future Internet: to design a more scalable, flexible and autonomic monitoring infrastructure.

Project ACCEPT

The overall goal of the Project ACCEPT10 is the development of a new approach for the recognition,
analysis and treatment of safety-relevant anomalies in virtualized computer systems. Those anomalies
that must be recognized and treated should have reference to known and unknown safety problems and
consider in particular the special threats for virtualized computer systems.

In other non-virtualized computer systems the recognition of anomalies is carried out either with
classical “Intrusion Detection/Prevention Systems” (IDS/IPS) or in more comprehensive manner with
systems like “Security Information and Event Management” (SIEM). In this project the safety-relevant
observation and collection of events will be trustworthy, minimally-invasive and scalable on different
levels of a virtualized computer system. For this reason adequate sensors are installed in the hypervisor,
VMs and in run-time environments for applications, which collect information about their activities
during their run-time. The abstraction, correlation and aggregation of the events take place horizontally
and vertically in the mentioned virtualization levels via the adaption of the promising cross-sectional
technology of the Complex Event Processing (CEP). On one hand the recognition of anomalies is based
on the use of findings from existing safety incidents, on the other hand on the comparison of the run-time
behavior of “malware” and “normal” software using an adequate concept of the behavior conformity.
Based on the results won from this analysis, the system can act independently and intelligently, i.e., avert
threats and close potential security gaps. Additionally methods of machine learning are deployed offline
on archived event data, in order to improve the quality of the results by evaluation of the archived data
over the time.

Fraunhofer SIT is involved in this German-funded collaborative project and will transfer MASSIF
results.

Project Esukom

The ESUKOM11 project aims to develop a real-time security solution for enterprise networks that works
based upon the correlation of metadata. A key challenge for ESUKOM is the steadily increasing adoption
of mobile consumer electronic devices (smartphones) for business purposes which generate new threats
for enterprise networks. ESUKOM focuses on the integration of available and widely deployed secu-
rity measures (both commercial and open source) based upon the Trusted Computing Group’s IF-MAP
specification.

A concrete example of an activity with impact to the work in MASSIF is the first Trusted Network
Connect (TNC) Plugfest in Europe, which was organised by Fraunhofer SIT at 20.-22.3.2012 in Darm-
stadt (cf. [10]). Nicolai Kuntze - a member of the Fraunhofer MASSIF and ESUKOM team - was
one of the main organisers of the Plugfest. Roland Rieke (the MASSIF scientific director) also partici-
pated and discussed issues related to the MASSIF SIEM functionality, the relation to TNC, and possible

10http://www.accept-projekt.de/
11http://www.esukom.de/
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uses in future versions of the TNC specification and also possible integration into TNC Hard/Software
products with the participants of the Plugfest and specifically with members of the ESUKOM project.
Prof. Detken, the project manager of ESUKOM also participated in the MASSIF workshop in Berlin (cf.
Section 3.2).

Project FI-WARE

FI-WARE 12 (Future Internet WARE) is the cornerstone of the Future Internet PPP program13, a joint
action by the European Industry and the European Commission. During the second year, Atos teams
from both projects had regular meetings to exchange information on their activities. The scope of these
meetings covered specific aspects on monitoring, such as collection, parsing and correlation of events
that will be taken into account in the definition and design of the FI-WARE security generic enabler.

Project OPTIMIS

OPTIMIS14 (Optimized Infrastructure Services) is an FP7-ICT project that aims at enabling organiza-
tions to automatically externalize services and applications to trustworthy and auditable cloud providers
in the hybrid model. Consequently, OPTIMIS believes its activities will support and facilitate an ecosys-
tem of providers and consumers that will benefit from the optimal operation of services and infrastruc-
tures.

Within this framework, MASSIF could monitor OPTIMIS ecosystem to detect certain security sit-
uations and react to them. This would give an added value to OPTIMIS not available at the moment.
OPTIMIS consortium is interested in this cooperation proposal, which could be only accomplished dur-
ing the third year of MASSIF.

4.3 Research Challenges and Emerging Trends

The vision of the Future Internet, where multiple services are transparently and seamlessly mixed, al-
ready created a paradigm which promises to largely enrich our ability to create new applications and
businesses within this new environment. But this paradigm also enables new possibilities for threats and
scales up the risks of financial and also physical impact. In many cases, the information itself will be
the essential product which deserves to be protected, in the Internet of Things however, real and virtual
Cyber-physical resources deserve our attention.

After Year 2 of MASSIF we consider our view on changes and developments, our vision, and the
challenges which have been already presented in the roadmapping report of Year 1. In general the
perspectives are still valid and the next section briefly summarises these perspectives. However, we
have also collected results of a questionnaire to the MASSIF advisory board which is summarised in
Section 6.2 of Annex A. The next step for the MASSIF roadmapping is to analyse these results carefully,
to rework our trend analysis and to integrate this external guidance.

12http://www.fi-ware.eu/
13http://ec.europa.eu/information_society/activities/foi/index_en.htm
14http://www.optimis-project.eu/
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4.3.1 Management of Security Information and Events in Future Internet

During the technical discussions at the MASSIF Executive Board Meeting in Darmstadt (March 2011)
the consortium came to the conclusion that the evolving Internet provided new questions for SIEM
deployments. Therefore there was ground for MASSIF to contribute to the Future Internet Research
Roadmapping.

Besides MASSIF, Fraunhofer SIT is involved in the projects SecFutur and ASSERT4SOA. As a
summary of the positions of these projects, Fraunhofer submitted a short paper on ”Challenges for Trust
and Security in Future Internet Infrastructures” to the FIA Roadmapping Open Workshop on March
31st 2011. This paper stated that “the Future Internet shall support a trust infrastructure with inherent
support for trust areas (...). Trust areas could be used to augment SIEM systems with their own security
mechanisms. Furthermore, SIEM in the Internet could also be deployed as cloud type services”. The
paper was accompanied by a presentation describing the changes that the future Internet will need to
take into account, challenges and gaps to be addressed and new approaches or technologies to overcome
these.

Furthermore, MASSIF provided input to the Effectsplus Trust and Security Research Roadmapping.
Figure 4.7 summarizes MASSIF’s position.

Figure 4.7: MASSIF map for FIA roadmapping

In the following we will outline the key issues mentioned in Figure 4.7 in more detail.

Changes and Developments

Security Information and Event Management (SIEM)is a key concept to identify security threats and
mitigate their malicious impact. Traditional SIEM deployment occurs within a corporate infrastructure
or it is provided by an external service provider. In such a Managed Enterprise Service Infrastructure,
which is typically based on a managed IT outsource environment where events from multiple sources are
collected centrally, it is also generally the case that SIEM deployment is within the realm of the provider
organisation and that events only pass via internal customer or service provider links. However, the

©2011-2013 by MASSIF Consortium 35 / 65



MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) paradigms are driving a complete re-
think of the models whereby organisations deploy and manage their own infrastructure for many aspects
of their computing needs.

Furthermore, Future Internet SIEM has to address the connection of Cyber-Physical Systems (CPS)
via the Internet which extend existing critical infrastructures and form totally new types of planet-scale
coaction structures.

Vision

The drive to use IaaS and PaaS paradigms implies a need to consider the implications for deployment of
SIEM in the cloud. Following this trend, organisations could avoid Capex investments to deploy their own
analysis modules, through contracting an Opex based SIEM service based on a fixed or variable monthly
fee. Through the likely shift of SIEM service provision, from stand-alone organisational environments
to a shared cloud processing facility, there are opportunities to make inter-organisational analyses. This
in itself raises many issues in terms of ensuring privacy and integrity of the eventsof any particular
company, while still gaining the benefit of being able to spot cross-company trends. The security of a
cloud based service is also critical, and a likely stepping stone towards Public based services is that
Private cloud services, from reputable large service providers, will be the preferred deployment model.
In this mode, service providers have full oversight and control over event processing, while customers
benefit from a lower cost, on-demand, scalable service.

Challenges

Most important, by its very nature, the SIEM itself in a hostile and unpredictable environment is a
potential target for an attacker. To prevent for example the interception or blocking of SIEM event feeds,
an Internet based SIEM cloud type service would have to provide quality of service guarantees to ensure
reliable and timeous arrival of security event informationfrom the sensors. The debate on Internet net-
neutrality could also refer here since there could be a case for expediting control traffic such as SIEM
event feeds.

Ideally, the SIEM system should be able to analyse upcoming security threats and violations in order
to trigger remediation actions even before the occurrence of possible security incidences. Therefore, new
process and attack analysis and simulation techniques are needed in order to be able to relate security
relevant events and evaluate them with respect to given security requirements.

The emerging trend for the use of meshed wireless communication to connect cyber-physical systems
to critical infrastructures and to the Internet as a whole also has to be addressed in Future Internet and
Internet of Things (IoT) SIEM. This large scale connectivity, not only of sensors but also of actuators,
enables totally new types of remote attacks against critical services and infrastructures with potentially
very high impact and Societal cost. Novel adaptive response technologies are therefore needed to enable
anticipatory impact analysis, decision support and to provide impact mitigation by adaptive configuration
of countermeasures such as policies.
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Solutions and implied RTD needs

The project MASSIF addresses these challenges within its main research activities.
The vision of creating a next-generation Security Information and Event Management environment

drives the development of an architecture which provides for trustworthy and resilient collection of se-
curity eventsfrom source systems, processes and applications.

A number of novel inspection and analysis techniques are applied to the events collected to provide
high-level situational security awareness, not only on the network level but also on the service level
where high-level threats such as money laundering appear. An anticipatory impact analysiswill predict
the outcome of threats and mitigation strategies and thus enable proactive and dynamic response.

Finally, the balance between the amount of processing, normalisation, aggregation and analysis at
edge collectorsof an SIEM system, and the work done at the central nerve centreare also topics which
have to be re-considered in the context of an Internet type deployment of an SIEM system. A scalable
distribution of acquisition and parallel processing, and seamless function-splitting between core engines
and edge collectors, like the one MASSIF develops is an first important step in this direction.

In essence though, the evolving Internet provides many new questions for SIEM deployment, and
from an SIEM perspective reinforces the importance of having an Internet with security and possibly
differentiated service for high priority and trustworthycontrol traffic such as the events from an SIEM.

The commercial models also change since a service feeneeds to evolve to scale up/scale down and
pay-per-use models. The MASSIF project is already addressing many issues which we have identified to
be needed in the Future Internet vision which we have presented in this section.

4.4 Implications of the evolving EU data privacy directive and regulations

for SIEM systems

This section gives a synopsis of the research concerning the subject matter of data privacy in SIEM
Frameworks. Please refer to Annex B (Chapter 7) for the complete review of the privacy implications
towards a SIEM framework.

The primary concern of this research is to clarify an implementation of data protection and privacy
in Security Information and Event Management (SIEM) Frameworks.

When referring to the concepts of data protectionand privacy, the generation of rules stemming from
the two concepts must cover all aspects of data within a framework and be of a uniform standard for all
SIEM frameworks. The instrument that can correctly be applied to ensure this is the EU Data Protection
Directive [2]. It is particularly significant due to the fact that it introduces data protection principles
within EU legislation, and applies the core benchmarks for the protection of personal data in [the] other
subsequent instruments [5]. Other relevant documents adopted and published by the COM in Jan 2012
are:

1. a draft regulation on data protection [3], and

2. a Communication on ”Safeguarding Privacy in a Connected World - A European Data Protection
Framework for the 21st Century” [1].

The implementation of EU Directives offers room for interpretation, and the existing directive on
data protection (agreed 1995) has been implemented by EU member states in very different ways. Con-
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sequently different levels of data protection have also resulted. In contrast, an EU Regulation has to be
implemented precisely, which means a level of harmonisation among member states.

Additionally the COM has adopted a draft directive that will regulate privacy of personal data that is
dealt by policy and other authorities. The differentiation is the result of pressure from several member
states, for example the UK. They were not willing to accept full harmonisation in the latter field of data
protection.

As at mid 2012, regulation and directive are now in the European Parliament and the Council of
Member States, and it is expected that debate and negotiations will take two to three years before being
agreed and adopted by Parliament and Council. In the interim, we work towards a set of guidelines by
which SIEM related activities can take cognisance of the evolving debates, directives and regulations
relating to privacy and data protection.

In particular, the data protection directive puts forth ways of ensuring privacy using ideas such as
the principle of accountability. This ensures better data protection application and enforcement, by
constraining the controllers (people who control the flow of data within system) to take measures that are
best suited and appropriate to implement the data protection principles and consequently demonstrate
what these measures were [5].

4.4.1 Objectives

There are two main challenges in investigating data privacy aspects:

• The first, to survey and assess the conceptual data protection and privacy frameworks that are
applicable.

• The second challenge is to identify applicable methods of embracing this framework for a SIEM.
The methods need to be confirmed as being suitable for the SIEM, performing efficient data pro-
tection, ensuring data privacy and not curbing the processing of data in any way.

The aims of this investigation were therefore to:

• identify all implications of the relevant EU directives and regulations to be applied in SIEM frame-
works.

• identify the possible methods of implementation of EU directives and regulations in SIEM frame-
works.

• identify the best applications to ensure data protection and privacy, whilst ensuring the free flow
of data within the SIEM framework is maintained.

• identify whether existing risk evaluators (such as attack models) can be used to help determine
where the application of data protection and privacy need to be ensured.

4.4.2 Results

In the study (cf. Chapter 7) we have attempted to clarify the implementation of data protection and
privacy for Security Information and Event Management (SIEM) Frameworks, and to make explicit the
associated requirements for an SIEM framework.
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In particular, roles need to be clearly defined for an SIEM system (for example processor, controller
etc.) and the SIEM itself needs to be treated as a processing system of an organisation. This means
that the data residing in the system needs to be made explicit, with the retention and storing / processing
purposes made known and documented. A data protection officer should be assigned, with responsibility
for the SIEM system in the same manner as other systems.

Given the potential sensitivity of data collected by a SIEM this needs to be done very carefully.
Techniques of anonymisation or aggregation can also be applied where applicable. Rules for processing
jurisdiction could either be agreed contractually with SIEM providers, or there may be ways to embed
such meta-information into the processing rules of cloud or other service providers so that Service Level
Agreements can be implemented to guide and control how security processing is conducted.

Further requirements specified by the Regulation include the establishment of a European Data
Board, enforcing the explicit consent of a data subject, possibly by existing methods such as ’opt-in’,
enforcing consistency mechanisms, data protection certification, codes of conduct for the SIEM work-
force, time limits for the processing of data, further authorised member documenting, identifying types
of personal data and treating them with different levels of privacy and finally stricter enforcement of data
subject rights.

4.5 MASSIF Advisory Board

This section describes several aspects related to the participation of this group during the second year of
the project.

4.5.1 Constitution

The MASSIF advisory currently consists of the following members:

• Reijo Savola from the Technical Research Centre of Finland (VTT).

• Luis Tarrafeta from S21SEC.

• Ferdinando Campanile from Synclab.

• Craig Gibson from Bell Canada.

• Gunnar Bjoerkmann from ABB AG, also coordinator of the FP7 project VIKING.

• Mario D’Angelo, Carlo Mogavero, Cinzia de Monte, Francesco Finelli and Dalia Paulillo from
Telecom Italia (Tilab).

• Alexander Klimburg from Austrian Institute for International Affairs.

All members were contacted to re-confirm their interest and participation in the project.
In comparison to the first year, the AB lost two of its members: Marco Hauri (Ascom)left the groups

owing to a change in his professional career that prevented him from participating in the project, even
though his interest remains intact. Professor Urs E. Gattiker, Ph.D. (CyTRAP Labs GmbH) left the
consortium due to operational constraints to contribute to the project.
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On the other hand, a new member was incorporated to the AB: Alexander Klimburg from Austrian
Institute for International Affairs. His membership represents a supplement to the usual operational
point of view in terms of aspects and advice from the upcoming EU policy concepts with regard to
cybersecurity.

Additionally, several contacts were established with representatives of Q1labs and Symantec to in-
volve them in the AB, but this participation was not formalized during the second year.

The Terms of Reference document, which describes the members role and participation conditions
in the project, did not changed during the second period.

4.5.2 Report of performed activity

The following list summarizes the participation of the advisory board members in the project.

• Meeting with Gunnar Bjoerkmann in Darmstadt (Germany) on 13.10.2011 about general aspects
of the project.

• Comments to the public version of D2.1.1 - Scenario requirements. More information in the
Appendix.

• Review of the architecture document and feedback. More information in the Appendix.

• Promotion of the MASSIF 1st workshop within the CSP EU Forum.

• Participation of Gunnar Bjoerkmann in the MASSIF 1st workshop as speaker.

• Contribution by Craig Gibson to the paper titled ”International Cooperation Experiences: Results
Achieved, Lessons Learned, and Way Ahead” in cooperation with CINI.

• Participation of Reijo Savola, Gunnar Bjoerkmann and Philipp Mirtl (on behalf of Alexander Klim-
burg) in the Executive Board meeting in Paris on 13.09.2012.

• Inputs to MASSIF consortium about future trends and challeges for SIEMs at technical and non-
technical level (legal, economical, social, organizational, environmental) according to their expe-
rience and expertise on the field. These inputs are to be probably considered in the third year (cf.
Section 6.2).

4.5.3 Future Actions

The participation of the Advisory Board is expected to continue during the third year, starting in October
2012. MASSIF consortium will seek for new opportunities to involve the AB members. These are the
ones foreseen:

• Participation in ad-hoc sessions within the Executive Board meetings, similarly to past occasions.
In these sessions, there is room for mutual interaction by checking the progress of certain aspects
of the project and provide the consortium with on-site feedback.

• Work and discussion about the inputs about future trends and challenges.
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• Produce some joint paper about a topic of mutual interest around a MASSIF aspect.

• Participation in the second MASSIF workshop at the end of the third year.

• Possibility of a joint workshop between MASSIF and the project CAIS 15 (Cyber Attack Informa-
tion System), participated by the Austrian Institute for International Affairs.

15http://www.kiras.at/gefoerderte-projekte/detail/projekt/cais-cyber-attack-information-system/
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5 Conclusion

In reflecting on second year of the MASSIF project, there has been a significant amount of activity,
interaction and progress in all areas.

The technical coordination of MASSIF has continued its normal course relying on the procedures
established in the first year. Regular R&D teleconferences were held with the project management com-
mittee and work package leaders to check that appropriate progress was made against the internal work
plan of the activities, very especially A2, A3, A4 and A5.

A special work group was created to formalize, refine and publish the MASSIF internal architecture
into a public document for both internal and external audiences. This framework of reference was key to
launch the integration of MASSIF components. As a result, an internal integration plan was devised and
the interfaces between components defined. This will be instrumental for the integration efforts planned
for the third year.

In terms of project outputs, the committed deliverables were completed. They show that MASSIF
technical work is addressing most of the technical guidelines for next-generation SIEMs proposed during
the first year, this are guidelines about security, event processing, trustworthiness and compiler technolo-
gies. The work planned for the third year could lead to the total coverage of these recommendations and,
in consequence, the project objective of an advanced SIEM framework.

In addition to this, the proposed set of technical guidelines was extended with legal guidelines related
to cross-border data transmission or forensic support, to mention but a few. MASSIF deliverables are
also addressing these aspects along with the pure technical ones.

MASSIF continued searching for cooperation and exchange with external groups. During the sec-
ond year the consortium established closer links to projects related to the fields of Security, Cloud and
Resilience, which could have a direct impact on the project work. Other bilateral contacts with other
initiatives (very specifically the CSA Effectsplus) were retained. It is worth mentioning the organization
of the first MASSIF workshop that provided the project with first-hand information from researchers and
end-users on the Security field. Finally the participation of the advisory board in the project, by means
of heterogeneous channels, resulted in some interesting material and guidance for MASSIF.
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6 Appendix A

Section 6.1 presents comments received by members of the MASSIF advisory board during Year 2 of the
project. Section 6.2 provides recent input of the advisory board to the MASSIF consortium about future
trends and challenges.

6.1 Commented Advisory Board Feedback

6.1.1 General Remarks to MASSIF

Comments by Gunnar Bjoerkman (ABB). Answers by Atos, FT, Fraunhofer, UPM, FFCUL, and CINI.

- Performance: A very large number of events could be expected at major disturbances, maybe in
the order of millions. These events could occur during a relatively short time. This could give
event rates of 1000 to 10.000 events per second. How will the MASSIF architecture handle such
events throughputs without losing significant events ?

FT: The frequency of Events in Mobile Money Transfer use case is relatively low. It is around
10 to 20 events per second. However the amounts of events that MASSIF SIEM should handle
is high: 5 M to 10 M for a period of a week or 280 M to 560 M for a period of a year.

UPM: The Complex Event Processing engine available in the MASSIF SIEM has been de-
signed and implemented to be scalable and elastic. This means that the CEP engine can
optimize the available system resources maximizing the application performance. In particu-
lar, looking at the preliminary evaluation results reported in the Deliverable D3.1.3: An event
processing engine rate of 1,000 - 10,000 events per second is not an issue for the CEP even
in a centralized installation. The CEP can scale to handle hundreds of thousands events per
second by parallelizing the CEP operators.

- Security: If an attack on society is preformed by a knowledgeable and skilled attacker, he will most
probably also try to disturb the SIEM system as the same time. How is the MASSIF architecture
protected against targeted attacks to disturb event collection or event analysis. It is easy to imaging
that, for example, a Denial of Service attack on the communication network(s) will severely disturb
the event collection.
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FT: MMT is built on private network, only the mobile telephony subscribers can access to
the MMT service. This characteristic limits the risk of being attacked by any Internet user.
Moreover, the SIEM can be separated from the MMT platform. Its access can also be restricted
and forbidden to external actors.

FFCUL: Resilience strategies against Denial of Service (DoS): It is difficult to prevent the
DoS in all situations – if the adversary is able to get a huge amount of resources that target
your system, and you have no ability to prevent the attacks from reaching you, then eventually
your system will be overwhelmed. Now, over the years, many solutions have been proposed to
address this problem in different parts of the network and they could be applied to MASSIF.

In any case, DoS is one of the test cases we are evaluating in the project, and we are addressing
it in two manners:

1. in the Resilient Event Bus (REB), we are routing the events around the parts of the network
that might be suffering from a DoS. If there is no way to go around, then of course we will
be affected by the DoS.

2. in the core MASSIF Information Switches (MIS), we discard all packets that do not come
from the edge MIS, therefore, prevent the DoS from affecting the internal SIEM services
(e.g., engine). Of course again, if the DoS attack is very strong, the core MIS may be
affected. In this case, we can take advantage of the reaction measures to act on the
network (e.g., in a previous firewall) to discard the packets targeting the core MIS.

- Model and rule maintenance: In order to make intelligent analysis of incoming events the SIEM
machine will need fairly detailed models of the supervised process or even more detailed rules.
The quality of the analysis will be strongly dependent on the quality of the models and rules. Such
detailed models and rules set will be difficult to create and maintain. How will the MASSIF project
handle the model and rule maintenance? Will any tool be developed for this maintenance ?

FT: For MMT, we think that the updates of the models should be linked to the operational
process. The MASSIF tool should be continuously tuned and adapted to take into account the
threat and knowledge evolution.

UPM: The Query Compiler component of the CEP engine will be equipped with a graphi-
cal interface which can be used to easily create any kind of query combining the streaming
operators available in the engine.

- Implementation: The MASSIF architecture is very ambitious and advanced. Will it be possible to
implement any working SIEM system within the scope of the MASSIF project ?
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UPM: The CEP engine will be delivered as a standalone component along with all the estab-
lished interfaces needed to communicate with the other components defined within the MASSIF
SIEM.

Atos: The architecture and the integration plan are conceived for a working SIEM system at
the end of the project. This SIEM will be adapted to the four scenarios to demonstrate and
validate its functionalities in a later stage of the project. As a result of this adaptation, some
of these functionalities could be left out in a particular scenario, if they did not serve for the
purpose of the scenario. This is, different configurations of MASSIF are possible. This analysis
is part of the activities within WP2.2 - Tool adaptation and further within WP2.3 - Deployment
and Evaluation to be carried out mostly during the third year of the project

- Format conversions: Sensors will give and send event information in very many different format
and using many different protocols. How will the format conversions be handled? Which for-
mat conversions will MASSIF implement? Will there be support to implement own formats and
communication protocols ?

CINI: Format conversion is handled by means of Grammar-based compiler technology. Partic-
ulary we adopt such technology to message parsing, which we considered the most significant
phase for content extraction from very heterogeneous data formats. To parse the messages,
Grammar based compilers adopt formal grammars which are abstract structures that describe
a language precisely, i.e., a set of rules that mathematically delineates a -usually infinite - set
of finite-length strings over a - usually finite - alphabet. Grammars have a fundamental role
in the definition of formal languages and the automatic manipulation of formally specified
documents, such as computer programs. A limited subset of their potential can be exploited
to define log format and automate their manipulation. Although probably overkilled, this ap-
proach retains all the well-established theoretical foundation upon which grammar tools and
frameworks are built, and a number of associated advantages including: a very large degree of
expressiveness, the availability of well-known tools for the automatic processing of grammar-
based artifacts, a high level of generality and technology-independence, which decouples the
format definition from the underlying technology used for data processing.

Once data content is excerpted from the original message, data is converted to an internal
format suitable to be processed by all the components of MASSIF SIEM.

- Not occurring events: Non-occurring events might equally important as those that actually hap-
pens. Will there be any analysis of non-occurring events and in this case how ?

FT: NA applicable for MMT since an event is a transaction. If a transaction is deleted (will-
ingly or unwillingly) a customer or a merchant will claim.
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Fraunhofer: In MASSIF we develop a Predictive Security Analyser (PSA), which supports
the specification of security requirements associated with specific process actions, e.g., that
the current action requires that annother action has happened in the past. This requirement
would be violated if an respective event has not occurred. Furthermore, the PSA uses a process
specification (de jure model) and compares this with the incoming events (de facto model) in
order to find deviations.

- Market: Who do you foresee as buyers of the MASSIF SIEM system. How big is this market?

Atos: The D6.2.1 - Exploitation Plan (September 2011) presented a representation of the SIEM
market at that moment. Based on studies such as the Gartner’s SIEM Magic Quadrant 2011,
we concluded that the SIEM market is maturing, very competitive, and in a broad adoption
phase. SIEM market total revenue of $1000M in 2008 with an increase of 30% and further
growth of 15% in both 2009 and 2010. We are sure that the SIEM market will changed sig-
nificantly along MASSIF lifetime, which could have a great influence on the expected impact
of the project. The upcoming D6.2.4 (expected in September 2012) will present an updated
exploitation plan taking into account this likely evolution.

6.1.2 Comments to D2.1.1

Comments by Gunnar Bjoerkmann (ABB). Answers by Epsilon, the dam scenario provider.

1. It is not clear to me how the Use Cases and Misuse Case have been selected. It seems to me that
here must be much more, both use and misuse cases, than listed in the document. It would be
impossible to describe all cases but a description how these cases have been selected is lacking.

Epsilon: I definitely agree with you. As you said listing all of them would be impossible, as such
we tried to select those misuse cases that are more valuable for the MASSIF project. As stated
in the executive summary of the deliverable “They are analyzed to identify the most challenging
aspects with respect to current generation of SIEM tools” whereas we were not interested to
use cases highlighting pure “functional” aspects of the scenarios as we assume that current
deployed systems well guarantee that systems properly absolve to their “normal” functions.
Each of the scenario providers selected some misuse cases useful to demonstrate specificities
of the MASSIF platform. As an example, the use cases from the Olympic game can be useful
to demonstrate the processing of massive amount of security data, whereas use cases from the
dam scenario were aimed at demonstrating how MASSIF deals with multilayer correlation,
physical to logical security convergence, security induced safety issues. This said, it was
useless adding use cases do not demonstrating MASSIF features already covered by other
scenarios or use cases. This is the rationale behind the selection of use cases, nevertheless as
you say it can be poorly explained in the deliverable as it currently appears.
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2. The rest of my comments concern the dam scenario. I want to point out that I considerable expe-
rience with Station Control System, including hydro generation stations, but I have never encoun-
tered a dam supervision system so I do not know how they are normally designed. If you want
me to check these scenarios with real hydro station experts, who I am not, I can arrange this since
ABB has such experts available. Are really wireless sensor networks and zigbee used for data
acquisition in dam supervision? This is very uncommon in SCADA and station control.

Epsilon: Generally speaking, I do agree with you that WSN are not widely adopted in SCADA
systems (and CI) today, but they will be for sure in the future. Examples of usage of WSNs in
SCADA systems (and CI) are already available, as an example you can check:

- Wolmarans, V., Hancke, G.: Wireless Sensor Networks in Power Supply Grids. SATNAC
2008, Wild Coast Sun, September 20081.

- Wireless Sensor Network Provides Early Flood Detection for Underserved Countries2.
- Bai, X., Meng, X., Du, Z., Gong, M., Hu, Z.: “Design of Wireless Sensor Network in

SCADA System for Wind Power Plant” in Proceedings of the IEEE International Confer-
ence on Automation and Logistics, Qingdao, China, September 2008.

- Jens Schulz, Frank Reichenbach, Jan Blumenthal, and Dirk Timmermann. 2008. Low
cost system for detecting leakages along artificial dikes with wireless sensor networks. In
Proceedings of the workshop on Real-world wireless sensor networks (REALWSN '08).
ACM, New York, NY, USA, 66-70.

I also was in touch with a company (a big player of the sector that I am not mentioning for
obvious privacy reasons) that was developing a military tool based on WSN.

Moreover governments are developing programs to incentive and fund the usage of WSNs in
SCADA systems (The U.S. Department for Homeland Security 2004 National Plan for Re-
search and Development in Support for CIP - U.S. Government, 2004. US National Plan for
Research and Development in Support for CIP. April 8, 2005.3 - and the Cooperative Research
Center for Security (CRC-SAFE) launched by the Australian government - Bopping D. CIIP in
Australia. In: First CI2RCO critical information infrastructure protection conference, Rome;
March 2006.- are two remarkable examples in a long list of initiatives aiming at dependable
deployment of WSN technology in CIs.

As for dams, Epsilon product, DaMon, was designed as an highly flexible product that can deal
with both traditional legacy sensors and new generation (digital, networked, wireless) ones.
As part of the MASSIF project we were visiting the Montecotugno dam (I can share some
picture and videos with you after I ask permission to the guys in charge of the dam)and the
personal I was speaking with was claiming the difficulty of installing a traditional monitoring
system on the dam due to budget issues (one of the most costly aspect of instrumenting the
infrastructure would be wiring as the special wire used in this cases is very expensive). At
the moment they do by hand most of the monitoring work and after a joint inspection we
agreed a plan for installing a WSN based version of DaMon, to complement their traditional
monitoring procedures. This was much appreciated from the guys as it provides a cheap but
effective solution to their needs.
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3. The description of the control system seems more fitting to a bigger SCADA system and not for a
dam supervision system

Epsilon: Indeed dam supervision system, currently named Automatic Data Acquisition Systems
(ADAS), are very like to be SCADA systems specifically tailored to deal with dams. In the
following picture you can find a schematic view of a real-world (again I will omit to name
the company) system deployed on one Italian dam we were also visiting in the context of the
MASSIF project. In one of the internal document I released to the consortium I also provided
hardware insight of the system. As you can easily note the system is more or less a SCADA
system deployed over a wide geographical area.

4. Use Case 2: in my experience the station control system controls the inflow gates directly and is
not sending any commands to the dam supervision system.

Epsilon: The MASSIF use case we were providing is mainly related to dam control. Hy-
dropower Stations are another world by themselves. As such we were simplifying aspects
related to the Hydropower Station and assuming that a gate similar to the others can be used
to feed the penstock. Actually from the point of view of MASSIF there is no change in hav-
ing the gate at the dam or at the hydropower station as the attacker could remotely force the
opening of the gate at both the locations. The control station itself could be located at either
of such locations or at a third remote location.

a. Use Case 3: I do not believe that it is possible to destroy turbine and generators with a sudden
drop of loads. The primary regulations of the generators will react and decrease loading by
changing the turbines and closing the water intake.
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Epsilon: It seems we agree on this point. I mean, you are assuming that a reduction of
the load results in some actions taken at the hydropower station to avoid breaks. This is
what stated in the use case, but the use case focuses on the dam behavior instead of the
hydropower station one. The turbines would be damaged if the antialiasing system does
not work.

b. Use Case 7: I doubt that the dam supervision system is doing water forecasting. This requires,
as stated, quite advanced water models. This normally done in SCADA system higher up in
the hierarchy than the station control systems.

Epsilon: In this scenario we are assuming the control center is in charge of managing
a complex hydro system. As I told you we were studying the Montecotugno dam. The
Montecotugno dam, other than the bigger earthfilled dam in Europe, is part of a com-
plex hydro system composed of nine reservoirs connected by several rivers and canals,
with eight earth dams and one arch gravity dam built at the interconnection points. Ev-
erything is managed by the ”Autorità interregionale di bacino della Basilicata”. At the
moment coordination among the structures of the system is done by telephone. . . the guys
managing the dam expressed the requirement of instrumenting rivers, dams, and other
structures to have an instant view of the whole hydrosystem and taking local decisions
based on the overall situation.

5. Misuse case 5: Is it really possible to creates dangerous waves in a big dam just by discharging
water? It must very low amounts of water that can be discharged in relation to the dam content.

Epsilon: Here is the opening of a spillway (some of them are controlled other are fixed) and
the resulting gloryhole. I hope this solves your doubts.
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6.1.3 Comments to the Architecture Document

Comments by Gunnar Bjoerkmann (ABB). Answers by FFCUL, Fraunhofer, and IT.

1. I find the document very well written and complete (and I do not mean detailed). I have been
working with, and I have partly designed, one of the world leading SCADA systems for electrical
grids for almost 40 years and I recognize and know most of the issues raised in this document,
like performance for very large event burst, availability, resilience for failures, communication in
heterogenous environment etc., etc. I also have a high respect for the efforts to implement such
a system. It seems improbable for me that you will be able to implement such a high ambition
system within the scope of the MASSIF project (see point 6). But maybe this is not the target for
MASSIF but rather to define the requirements and the solutions/architectures for a more general
and flexible SIEM system.

2. I know from experience that a very important part for the success for such a system is the ability
to maintain the data. To make a proper analysis of the events streams you will need a model of the
supervised system (the payload system) and rules. This model must be correct and detailed and
up-to-date. To define and maintain the model you will need intuitive and easy-to-use tools, we call
this Data Engineering. The requirement for such a tool is mentioned in the document but there are
no detailed requirements or descriptions included. I believe this will be a key factor for the use of
the MASSIF developed system.

FFCUL: Relevant in other, implementation-oriented deliverables (not to the architecture).

3. You have spent considerable time and effort to describe the security of the architecture. This is
very good. However, all your assumptions might not hold, e.g. the protection of sensor data will
not be so independent as you say. The communication networks will concentrate many sensor to
single communication points where they might be attacked. This is one of the analysis we have
done in the VIKING project and we have suggested means to increase this security by routing
sensible sensor data in more intelligent ways.

FFCUL: That's exactly what we'll do, but this is ongoing work.

4. In VIKING we have also developed a Cyber Security Modeling Language (CySeMoL) that can
be used to analyze IT infrastructures (configurations) and find vulnerablities. CYSeMoL will
calculate a “security index” which shows the probability that cyber attacks could succeed on a
given configuration. I believe that CySeMoL could be used to analyze the proposed complete
MASSIF architecture for cyber security vulernabilities.

FFCUL: It would be a good bridge to it.

5. I do not find requirements for events that do not occur. If you use a model and rule based evaluation
it should be possible to also find events that should have occurred given the circumstances but did
not. These events could be equally important as those events that has actually occurred.
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Fraunhofer: There is no direct requirement for this issue but it is indirectly covered in G.S.4/5.
It is mentioned there that dealing with unknown or unpredictable behaviour patterns is not
sufficient in current SIEM solutions (G.S.4) and that knowledge about the actual and possible
behaviour should be used in the reasoning process (G.S.5).

Within the MASSIF work package 4.2 we develop a Predictive Security Analyser (PSA) It
supports the specification of security requirements associated with specific process actions,
e.g., that the current action requires that annother action has happened in the past. This
requirement would be violated if an respective event has not occurred.

6. Another, but similar, approach would be to detect malicious events based on the model descrip-
tions. If you know how the payload system should be behave you can detect data/events that does
not fit into the model and thereby discover malicious manipulation of data. This would be a model
based intrusion Detection System.

Fraunhofer: The PSA uses a process specification (de jure model) and compares this with the
incoming events (de facto model) in order to find deviations.

7. It is not clear to me if you plan to develop any type of testbed in MASSIF were you could verify
and demonstrate the use cases that you have defined in other MASSIF document. I believe he
development of a testbed would be an important dissemination activity.

FFCUL: Covered by the prototypes.

8. I would recommend not implementing the Reaction and Adaptation part (PyOrBAC). Firstly this
makes the project much bigger and more complex. Secondly it increases the possible attack pos-
sibilities. It is easy to image more dangerous attacks on the MASSIF architecture with much more
severe consequences if this module is implemented.

IT: The debate on R&A is prevalent in many organizations implementing SIEM systems inter-
nally. When implementing “SIEM as a Service” (a.k.a outsourced Security Operating Center),
the outsourcing organization is generally not willing to let anyone outside play with its sys-
tems. On internal deployments however, the issue of acting upon alerts becomes important;
alerts that are not acted upon tend to be discarded as false. Thus, the direction that we are
going to is to imagine that an operational system can change its behaviour according to the
threat context. Operation people define what these equilibriums are and the R&A component
merely automates changes between these pre-defined states. The MASSIF DSR component is
specifically tailored to ensure that operators can prove their different modes of operation fit
the normal use requirements.
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6.2 Advisory Board Input: Future Trends and Challenges

Technical Aspect Challenge/Trend Description

General One important aspect is scalability, i.e., the SIEM engine must be able to
work for very different sizes of systems. One way to solve this is to be able
to distribute the execution on many computers. This will requires that the
SIEM engine is designed to allow parallel computing to be able to spread
the load on many CPUs/computers. Because of the need to correlate be-
tween very many events this might pose some challanges.
It can not be expected that a distributed computing environment is ho-
mogenous. It is therefore important that the SIEM engine will be able to
work in heterogeneous configuration. This requires, for example, the use
of standard data format for the exchange of data.

Security It is, of course, very important to protect the SIEM machine against cyber
attacks. One very probable scenario for a big scale planned attack on
society will certainly also involve an attempt to disable the warning and
analysis systems.
To protect against cyber attacks an extensive security analysis of the
planned configuration is required. This has to be done with a model based
approach like what we have developed in VIKING. The planned config-
uration must be described using security modelling language and differ-
ent configuration can then be evaluated and the corresponding security
indexes can be calculated.
The configuration must be designed with security in mind. This requires
the implementation of different security zones divided by firewalls or data
diodes to protect data flows.
Advanced intrusion detection systems (IDS) is essential to use in order to
find illegal data traffic. In such a critical system I believe that model based
intrusion detection system will be required where the supervised process
is modelled.

Table 6.1: Input provided by Gunnar Bjoerkman (ABB)

©2011-2013 by MASSIF Consortium 53 / 65



MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

MASSIF - FP7-257475

D1.2.2 - Research and Roadmapping Report Year 2

Technical Aspect Challenge/Trend Description

Trustworthiness These configurations must be highly available in 7*24*365 manner. Avail-
ability figures like in control systems for critical infrastructures will be
required, i.e. above 99,98
Performance is also a very important aspect which is close to scalability.
The SIEM machine must be able to handle very large amounts of events
within a very short time frame. This must not degrade performance. It
is also essential that all events are handled and that no event is lost also
in case of very high event frequency (every event can be important before
it is analysed). Another feature to handle big event bursts is to use some
type of pre-processing to sort out non-relevant events before the deeper
analysis and correlation.
For a good analysis a model based SIEM approach is required, i.e. the
supervised model must be described in the SIEM engine and the incoming
events must fit into this model. A good and easy to use engineering tool
is required to define these models including plausibility checks both on
system and item level. These models can also be used for the intrusion
detection.

Processing I believe, like I have written above, that is essential to use some type of
models of the supervised process in order to do a real and intelligent event
analysis and event correlation. This means that he SIEM engine has to
have knowledge how the different processes behave which it supposed
to supervise. This will require that the models are defined in the SIEM
system by the user and this will require an easy-to-use engineering tool.
I know from my experience with SCADA system for electrical processes
that such a tool is a key factor for the success of such a system. Without
correlation of incoming events to models no really intelligent analysis can
be done in my opinion.

Non-technical Aspect Challenge/Trend Description

Legal Privacy is a hot topic today. I do not see that SIEM systems have to collect
a lot of personnel data so I do not believe it is so important for the SIEM
development.
In a similar way I do not believe that regulation will be so important.

Social No comments, except that society must be protected against intentional
attacks on critical infrastructures.

Environmental No comments, except that cloud computing seems to be a very hot topic.
Big scale SIEM system might use cloud computing but I believe cyber
vulnerabilities must be carefully considered in this case.

Table 6.2: Input provided by Gunnar Bjoerkman (ABB) cont.
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Technical Aspect Challenge/Trend Description

Industrial control sys-
tems

Cyber attacks such as the ways Samsung heating and ventilation system
– a Schneider smart meter and a Siemens Ethernet switch can be be, ex-
ploited by using ’back doors’ or secret methods of access, that had been
left in the software.

Common weaknesses of
many disparate control
systems

Often these have connections to the outside world that creat doorways
through which attackers can enter.
For instance, web-based interfaces designed to make it easier for operators
or service engineers to do their work
This issue is expected to intensify as smartphone apps are used to make
controls more convenient.

Non-technical Aspect Challenge/Trend Description

Cyberwar Israel has admitted that it has used cyber attacks and continues to do so
http://www.idf.il/1283-16122-en/Dover.aspx
The last of that series of attacks, a few weeks after Stuxnet was detected
around the world, temporarily took out nearly 1,000 of the 5,000 cen-
trifuges Iran had spinning at the time to purify uranium.
Who attacks whom and why is not a concern for MASSIF necessiarly.
However, how this affects the ease and speed things/technologies/tools
can be rolled-out is a concern.

Regulation and the
cloud

If everything is in the cloud, who will be responsible for what. For in-
stance, in Australia large companies are now required to monitor and mod-
erate Facebook comments on their brands pages. Profanity and racist
comments must be removed within 24-hours.
Does this matter to an EU company if its data re stored where (AU and
NZ) (see AU verdict here: https://www.xing.com/net/smmetrics/trends-
and-historical-facts-505431/facebook-first-trend-regulation-hidden-costs-
for-advertising-41772078/41772078/#41772078)
In California a class action suit against Facebook is in progress. The
class-action suit is directed at the companies advertising practices – more
specifically their Sponsored Stories ads (more with above link)
How are such policy developments (i.e. state-sponsored cyberwar) and
regulatory developments addressed. Put differently, is there room to ac-
count for these issues and adjust regarding EU digital agenda actions, cit-
izens benefits?

Table 6.3: Input provided by Urs Gattiker
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Further Contribution

We can all agree that service infrastructure is becoming ever more complex, massif (big) and intercon-
nected. How security incidents can be handled when it is unclear who is responsible (legally speaking)
for what part of the infrastructure will be difficult.
My smart reader from the power company is connected with my Internet connection and if the actual
connection is severed or interrupted what does this mean to the electricity grid. Also, of course the
unsecure data can be extracted through the optical port on the meters used by my utility (many of its
peers use the same devices). If the system is connected to the Internet, of course, an intruder could
control the automated systems in my house including the fridge that now has an IP address and is
connected with my wireless network to my server.... Industrial control systems offer an open door to
cyber attacks and I am not sure if this will result in challenges such as

1. Mobile and apps: how to deal with such a massive attack coming through the Internet or via
mobile devices or directly by accessing a control system on-site or via an electricity grid using
remote access.

2. Scarce knowledge base – human capital: Given the age of many infrastructure systems and the
fact that engineers with the expertise in the older technologies are often hard to find, will this
challenge become ever more dangerous (e.g., retirement of these engineers, skill set becoming
ever scarcer) or how are we supposed to handle it?

3. Compiler technologies (collection, sources, parsing) – How will these developments regarding
infrastructure or industrial control systems such as hotel lifts having smart systems which are
not immune to attacks be addressed with compiler technologies – data collection and parsing?

Table 6.4: Input provided by Urs Gattiker cont.
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Technical Aspect Challenge/Trend Description

Data/information inte-
gration and visualization
/ processing

The need for generic approaches to integrate data/information from dif-
ferent sources and to visualize them in a meaningful way becomes more
emphasized. Data should be processed and visualized in a way that it is
valuable for further actions.

Logging / trustworthi-
ness

Logs are going to be stored in the cloud more and more.

Processing Data should be identifiable in decentralized systems using, e.g. times-
tamps. It becomes crucial to share exact timing throughout the system.

Processing Analysis should be made more efficient, utilizing better suited algorithms.
Attacks are not visible only in one place. Weak signals should be summed
in an trustworthy way.

Ease of use The use of SIEM systems should be made easier than it is nowadays.

Processing The data/information to be processed becomes even bigger and more com-
plex. There should be means for filtering the unmeaningful data out.

Table 6.5: Input provided by Reijo Savola

Technical Aspect Challenge/Trend Description

Trustworthiness Monitoring the user access to hardware and software systems in a network.
The hardware and software systems log the access data in heterogeneous
format and produce huge amount of data log.

Deployment/Infrastructure Debugging hardware and software components during the development
and testing phase of an IT project. The components log their activity in
heterogeneous format and parsing techniques must be used to filter tracing
messages from error messages.

Processing GPS localization systems for tracking mobile device locations and manag-
ing critical situations. The system must be able to localize heterogeneous
devices (Commercial Off-The-Shelf device, Smartphone, PDA etc.) and
send their positions and alert messages to a central monitoring system.

Non-technical Aspect Challenge/Trend Description

Economical Failures analysis for quality control of a business system. A business pro-
cess is built on distributed and heterogeneous system and a business failure
depends on the correlation of single components failure.

Table 6.6: Input provided by SyncLab
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Technical Aspect Challenge/Trend Description

Trustworthy Supply
Chain

To what extent will firmware (hard and software) based anomalies be
added to MASSIF s anomaly based detection potential?

Beaconing (calling
home)

What will be the default treatment be for beaconing and especially calling
home activities from one s own network?

Dynamic fingerpinting What arrangements will be made to automatically share and update MAS-
SIF fingerprints between discreet MASSIF systems

Non-technical Aspect Challenge/Trend Description

Information Exchange Tools for exchanged information between MASSIF users in a protected
environment (i.e. encryption) and according to what user protocols? How
is data protection integrated?

Situational Awareness To what extent is Cyber Situational Awareness integrated into MASSIF?
What qualitative information feeds (either open-sourced, closed list or
commercial, or governmental) are being used to increased MASSIF pre-
ventative capabilities? What is the work process for integrating this?

Table 6.7: Input provided by Alexander Klimburg
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7 Appendix B

7.1 Analysis and Implications of EU Directive COM 2012/0010

We created the following diagram for a conceptual overview of the areas of consideration in the proposed
EU Directive of the European Parliament and of the Council on the protection of individuals with regard
to the processing of personal data by competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, and the free move-
ment of such data[2] is presented.

Figure 7.1: Conceptual Overview of the EU Directive.

In order to assess the needs for implementation of data protection and privacy in SIEMs, we divided
the Directive into three main levels of abstraction.
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Level I

This is the highest level, all other levels need to comply with articles 1-9 under ’General Provisions and
Principles’. From a SIEM perspective, the articles at Level I imply that:

General Provisions and Principles

� SIEM roles need to be made explicit and confirmed: data subjects, personal data and the role of
’processor’ need to be agreed and demarcated.

� Rule sets needed to created/determined to be applied to all personal data, to ensure the rights of
the data subject are not compromised within the framework. This must apply across all sections of
the framework be they under different jurisdictions or authorities.

When considering the Directive principles, the articles imply that for the SIEM - the framework
needs to define distinctly what personal data is; what categories exist within the framework; and their
individual rules of processing and authorisation of use.

� An example scenario to consider is whether information regarding a user’s query frequency, IP
logs, and ’ type’ of querying – used to help profile for security analysis/log purposes – can be seen
as personal data. Such data then must be ensured to have sufficient protection and privacy when
produced.

Use of anonymisation should be considered, where security patterns can be identified without the need
to necessarily tie this back to an individual in the first instance.

� PINQ is an example of a system that integrates differential privacy into a database query framework
(C# LINQ)[4]. By doing so, this enables users to write programs that produce statistical results
and deductions whilst relying on an underlying privacy mechanism ensuring some formal notion
of disclosure control [6]. Such measures ideally ensure that data privacy is not compromised but
still allow the free necessary flow of data within the framework. It is considered that this could be
a ’bridge’ to creating the type of anonymisation envisaged for SIEM systems as well.

Level II

From a SIEM perspective, the articles at Level II imply that a SIEM system must:

� Ensure that concepts of data protection and data privacy are accounted separately in the Frame-
work, when dealing with harmonisation over different legislations.

� Most importantly, ensuring the privacy rights of a data subject is standardised to simple yet defini-
tive rule sets which can be enforced by all authorities regardless of location.

Level III

From a SIEM perspective, the articles at Level III imply that:

Data Subject Rights
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� The framework needs to determine what is defined as personal data with the framework and by
what and whose rights it can be accessed. The question can be applied to cookies, IP addresses,
RFID tag numbers.

� Is the data retained by these functions to be considered personal data? If so, are all the rights
mentioned in the articles above conserved by the framework?

� One also questions the need to retain this data with links to its owners –depending on the need
for it. For example, if the data is gathered for mere statistical evaluation (or anomaly detection)
purposes the identities of the users do not necessarily need to be known and linked to their personal
data.

The aim of Data Protection Legislation is not to curb or limit the processing of data. The most impor-
tant goal for it is to actually allow free flow of personal information, but with the critical point of having
awareness on the sensitivity of the data which requires safe-guarding to protect a person’s fundamental
rights [5].Thus, the SIEM framework needs to adopt the concept to encourage this.

� This can be done by making rule sets, implementing differential privacy in DBMS layers, or con-
structing management of all layers of the framework using cryptographic keys on the various levels
to ensure the data privacy.

Data Security

� From the data security perspective we have a list of specifications for automated data processing
that needs adherence to ensure data protection. In light of this a SIEM Framework would also need
to be evaluated against the following::

(a) equipment access control

(b) data media control

(c) storage control

(d) user control

(e) data access control

(f) communication control

(g) input control

(h) transport control

(i) recovery

(j) reliability and integrity

� For each of the preceding items, the SIEM framework needs to be assessed (where applicable) and
checked to see if each principle is enforced; If it is reliable; And if it is documented.

Authorisation Control
This encompasses all forms of authority needed by a person or persons to enforce data protection

and privacy as stipulated by the Directive.
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� All persons falling under the definition of ’controller’, as mentioned in Article 3, need to adhere to
the articles 18 -24, regarding responsibilities, rights and need for process documentation.

� This also applies for persons falling under the definition of ’processor’ within a SIEM framework.

� Supervisory bodies need to set up to enable the rights of a data subject to be heard, and to ensure
the data processors do not abuse the power over the data given to them for processing [5]. There
can be more than one supervisory bodies to ensure collaboration between boards and if so they
must ensure mutual assistance amongst themselves.

� Documenting of all processes needs to be provided.

� From these articles, it is recommended to appoint a Data Protection Officer within the SIEM
framework (and for the SIEM system / processing) to fulfil the regulations of articles 30 -32. This
will greatly assist the focus on ensuring data privacy and protection within the framework.

Personal Data Transfer

� Privacy and Data protection must not be compromised regardless of the transfer of personal data.
The need to ensure this can be done by assigning a global data protection officer to whom all data
protection officers of an organisation report.

� Another solution to consider is the simplification of data flow within network, and to provide only
what is necessary. This may however not be applicable to all scenarios.

� An effort is required to ensure harmonisation across different areas with varying legislation by
enforcing the above mentioned articles.

7.2 Analysis and Implications of EU Regulation COM 2012/0011

Having considered the analysis and implications of EU Directive COM2012/0010, we now turn our
focus to the proposed EU Regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.

Differences in the Directive [2] and the proposed EU Regulation must be noted, if somewhat sepa-
rately, to encourage the ideal level of state harmonisation of member states that do agree with it.
The Regulation differs in its scope, most particularly, it is important to note here that it does notcover the
processing of personal data ’ by competent authorities for the purposes of prevention, investigation, de-
tection or prosecution of criminal offences or the execution of criminal penalties, and the free movement
of such data ’that is covered by the Directive rather; it covers as mentioned in Article 2 ’ the processing
of personal data wholly or partly by automated means, and to the processing other than by automated
means of personal data which form part of a filing system or are intended to form part of a filing system.
’
Therefore it can be determined from the scope whether it is the Regulation or Directive that applies to
the SIEM Framework in a specific case.
In addition or alternate to the summarised Directive requirements mentioned earlier, the Regulation dif-
fers in the following areas:
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Level I

From a SIEM perspective, the additional articles in the regulation at Level I imply that:

Principles
From a SIEM perspective, these articles imply that processing of personal data in a SIEM must be

limited to the minimum possible, for whatever purpose they are used for (this can be ensured by the Pro-
cessor)and can only be stored after a periodic review is carried out to confirm its necessity of continued
storage – unless it is solely for historical, statistical research. In a SIEM Framework, all sections where
personal data is kept need to be evaluated as to whether their storage is still necessary,

The conditions by which it is lawful to process data depending on the purpose will fall under the
Directive or the Regulation: if under the Regulation, it is important to note processing of data can only
be done with the consent of the data subject (and for an explicit purpose).

This brings in an important issue for consideration: consent is an explicit requirement with conditions
under which it can be considered consent. This also differs for what can be considered as ’consent’ for a
child (under 13 years of age). This is the burden of the Controller: to ensure he/she has proof of consent
from a data subject. For a SIEM this must be enforced too, and it falls under the area of documenting
requirements of a controller.

In addition to the documenting of ’consent’, a data subject needs to be provided with information
from the Controller regarding the consequences of processing the data, for example , profiling. Thus
constant communication between the Controller and related data subject is what needs to be considered.
The challenge though is that there may not be a (direct) relationship between the SIEM system and its
controller, and the end users or systems being managed. So the issue of consent requires further consid-
eration within the context of a SIEM type service.

Level III

From a SIEM perspective, the additional articles in the regulation at Level III imply that:

Data Subject Rights
Users have more specific rights that need to be accommodated in the SIEM Framework, particularly

the right to object, to be forgotten, to erasure, to object and to data portability (whereby a user can trans-
fer his/her own data without consent of the Controller)
Further documenting procedures need to be handled by the Controller, including the reasons for the re-
jection of a data subject request by a Controller, all data subject communication and information on all
possible consequences of processing the data subjects data.
These can be quite onerous for a SIEM and/or undermine the very types of activity that the SIEM is
trying to detect or predict.

Data Security
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A security mechanism to ensure unauthorised disclosure should be implemented in the SIEM Frame-
work, in the form of user control and user monitoring for the SIEM system itself.

Authorisation Control
The Controller and Processor, need to perform a data protection impact assessment. This has to be

formally structured, and falls under the Duty of the Controller with the Duty of the Supervisory Author-
ity perhaps, to confirm its assessment validity.
’Representatives’ of controllers can according to certain rules be made.
The processors binding contract needs to be set up according to all the Regulation requirements and en-
forced by the Supervisory authority or Controller.
Prior authorisation and consultation needs to be obtained by the Controller and Processor from the Su-
pervisory Authority.
Binding Corporate Rules are needed to be set by supervisory authorities to ensure protected transfer.
The code of conduct needs to written up and decided for within SIEM Framework by the a supervisory
authority or board .
The concept of data protection seals and marks are introduced for certification, can they be incorporated
in a SIEM Framework most likely when data needs to be transferred? Can cryptography, digital signa-
tures be used here?
A consistencymechanism with regard to processing operations needs to be explicitly created within the
SIEM Framework. People categories that fall under authorisation control need to ensure a consistency
when dealing with data between boards, this could be implemented in a SIEM Framework with universal
’data handling’ protocols?
The European Data Protection Data Board is to consist of the heads of the supervisory authority of each
Member State and of the European Data Protection Supervisor. It is needed to ensure the consistent
application of this Regulation.
This needs to be determined depending on the geographical scope of the SIEM Framework.
Collaboration with both The European Data Protection Board and the Commission needs to be enforced
regarding their opinion, decisions and standards.
Any discussions and documents within The European Data Protection Board must be confidential and
ensured for this.

Personal Data Transfer
The Regulation specifies in regard to personal data, a variance needed according to the purpose for

processing it and the type of data.
With regards to a SIEM Framework, is it structurally definable as to what types of personal data there
could be (as mentioned previously when dealing with categories of data). These data types would then be
handled in the flow of events within a SIEM Framework, and it would be necessary to ensure associated
privacy levels, according to the purpose of data retrieval and the respective ’type’ of data.

7.3 Comparisons between the Directive and the Regulation

The following figure (Fig. 7.2) depicts a summary created of the differences and similarities between
the Directive and Regulation in order to help identify the variance between the specifications of these
documents.
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It can be noted from this diagram that the Regulation specifies further demands in terms of enforcing
data privacy. It is suggested that organisations and SIEM developers use the Directive as the forefront
to data privacy enforcement and work towards the more specific Regulation where applicable to that
organisation or framework.

Figure 7.2: Comparison of the Directive and Regulation.
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