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Gateway for Industrial Cyber-Physical Systems
with Hardware-based Trust Anchors

Diethelm Bienhaus, Lukas Jiger, Roland Rieke, and Christoph Krauf3

Abstract Industrial Cyber-Physical Systems require appropriate security mecha-
nisms to provide protection against cyber attackers. In this paper, we propose a
security architecture for a gateway connecting production and cloud systems. A
Trusted Platform Module 2.0 is used for protecting the cryptographic keys used
in secure communication protocols and to provide protection against illegitimate
firmware manipulation. As proof of concept, we implemented the key protection
functionality with a TPM 2.0 for the OPC UA protocol.

1 Introduction

Industrial Cyber-Physical Systems (ICPS) are becoming more and more impor-
tant in manufacturing, sales, and logistics. Networked smart production systems
exchange data using different protocols such as Message Queuing Telemetry Trans-
port MQTT) or OPC Unified Architecture (OPC UA) with each other and with large
distributed cloud systems like Manufacturing Execution Systems (MES) or data an-
alytic tools. To protect against cyber attackers, appropriate security mechanisms are
required.

In this paper, we propose a security architecture for a gateway connecting production
systems such as sensors and actors with cloud systems. Our security architecture is
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based on a Trusted Platform Module (TPM) 2.0 and has two main features. First,
it provides secure storage and usage of cryptographic keys used for securing com-
munication protocols such as OPC UA or MQTT within Transport Layer Security
(TLS). Second, the integrity of the platform is secured, i.e., an attacker cannot suc-
cessfully manipulate the firmware of the gateway without being detected. To show
the feasibility of our approach, we integrated TPM usage into the open source OPC
UA implementation open62541 [3]. The private keys used by OPC UA security are
protected by the TPM.

2 Background and Related Work

A wide range of communication protocols are common in CPS. In the industrial
domain specialized protocols have evolved. A short overview is given in table 1.

Table 1 Typical IoT protocols [12], [15]

Abbr. Name Standardization body

AMQP Advanced Message Queuing Protocol ISO/IEC 19464

CoAP Constrained Application Protocol Internet Engineering Task Force (IETF)
DDS  Data Distribution Service Object Management Group

MQTT Message Queuing Telemetry Transport OASIS

The most profound protocol for Internet connectivity in the industrial domain is the
Open Platform Communications (OPC) Unified Architecture (OPC-UA). OPC UA
provides the infrastructure for interoperability across different hard- and software
platforms, such as PC hardware, Cloud-based servers, PLCs, micro-controllers run-
ning Microsoft Windows, Apple OSX, Android, or Linux. OPC UA comprises a
generic object model including a type system and an information model [17]. OPC
UA has an elaborated security specification as part of the standard body [7]. The
German Federal Office for Information Security (Bundesamt fiir Sicherheit in der
Informationstechnik, BSI) carried out a comprehensive safety analysis of OPC UA
in 2015 [10]. The study included the following security tests: Certificate tests, static
code analysis, fuzzing and dynamic code analysis. The study came to the conclusion
that OPC UA, unlike most others industrial protocols, offers a high level of security.
No systematic errors could be detected. BSI recommends OPC UA as the preferred
protocol for ICPS.

Elleithy et al. evaluate the security gain of OPC UA in [9]. They also regard it as
significant even without any further hardware security measures for key protection.
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In [8] the authors propose to use an SDN gateway as a distributed means to monitor
traffic from IoT based devices and detect anomalous behavior. This gateway can
also initiate countermeasures such as blocking traffic.

Although the OPC Foundation recommends to use TPMs as secure key storages for
OPC UA [14], no related work on the specifics of this approach could be found.

Trust establishment in ICPS should - in addition to securing the gateway - also take
into account trusted event reporting for critical event sources, so that the authenticity
of the security related events can be verified [16].

3 Gateway Architecture

The aim of this work is to provide a platform for secure vertical integration from the
sensor level to Cloud-based systems like MES or analytics allowing productivity as-
sessment and predictive maintenance. A special emphasis is put on a combined hard-
and software based security approach. We use a TPM [13] as a hardware anchor for
cryptography in combination with signed code procedures as a software-side secu-
rity solution. In order to achieve the approach, the most important task is interfacing
open62541 with the open source TCG TPM Software Stack (TSS) developed by
Intel, Infineon and Fraunhofer SIT [6] In order to support a large variety of applica-
tion scenarios not only one protocol has to be included. The proposed architecture
aims on multi-connectivity. On a simple level lightweight protocols such as MQTT
and CoAP are implemented. To give receiving applications more domain specific,
semantic data PPMP and OCF loTivity are supported. Retrofit of older machines is
a challenge especially for small and medium enterprises (SMEs). Hence integration
of various sensors is intended. Besides already installed sensors data acquisition is
additionally carried out by means of recently developed industrial wireless sensor
technologies. Interfaces to standard field-bus systems are designed.

To achieve integration of Secure Channel Secure Channel Secure Channel

many field bus protocols an PPMP loTivity UABIn | UAXML

raction of them is nec-
abstraction of the s nec MOTT Conp OPC UA
essary. Hence a generic data .

Protocol Security Layer
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.. . " T Secure Platform: Measured Boot + TPM

prising the entities "device",

"resource" and "property". A Protocol & Data Model

device can have one or more Abstraction Layer

resources which can have EnOcean Field Bus Internal
one or many properties. Each Bridge Bridge OPC UA Bridge

of those entities have data
fields like IDs, names or Fig. 1 Layered architecture with protocol specific I/O mod-
time-stamps. ules and integration of TPM / measured boot
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An import design decision had to be made: should the data model be represented in
an application specific implementation or is one of the addressed protocols suitable
to represent the generic data model. Since OPC UA consists of a data model and
features easy integration of the other protocols, our model is adapted to OPC UA.
The OPC information model framework enables domain specific extendibility [11].
Hence our generic data model is managed in an OPC UA server which works as the
core of the abstraction layer in Fig. 1. Import modules for the different data sources
are implemented in such a way that they all use a common interface of the core
server. The export modules work similar: data transfer is coordinated by the core
server application. TPM based security is integrated on each level of the layered
architecture as explained below.

4 Security Concept

In order to explain the security concept of our solution, we first define the attacker
model and evaluate the threats it has to face. From this we derive a security concept
consisting of three building blocks: Measured Boot in combination with Remote
Attestation, OPC UA with secure communication using the TPM as a hardware
anchor and binding of the OPC UA keys to the firmware integrity of the device.

4.1 Attacker Model

We assume that the biggest threat to the Industrial Internet of Things (IIoT) comes
from remote attacks. This is due to the exposure of data and services to the internet.
Attacks on any IIoT system most likely have the goal of gaining control over the
system and modifying it. This class of attacks can be attributed to a wide range of
black-hat hackers with very different motivations and skill sets. For IloT-solutions
in small-scale businesses, we focus on attackers that have medium skills and are
able to gain remote access to the gateway and start manipulating the firmware.

With the data produced by IIoT devices and machines becoming a valuable asset,
attacks that try to siphon this data off will become more common and dangerous. A
basic approach for such an attacker is to listen to the gateway’s plaintext communi-
cation. A more sophisticated approach might gain access to the gateway and try to
extract the keys to eavesdrop on future encrypted communication. Extracting keys
can also serve the forging of authentications.
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4.2 Measured Boot and Remote Attestation

Measured boot is established as an effective countermeasure against modifications
of firmware. The TPM facilitates this technique with several Platform Configura-
tion Registers (PCR). These are special registers that can be written only via the
Extend-operation that concatenates the data to write to the old value of the PCR and
computes a hash of the result:

PCRyery = Hash(PCR,4||data)

Integrity measurement solutions such as the Integrity Measurement Architecture
(IMA) [1] now compute a hash of every file that is opened and every process that
is executed. This results in a list of all opened files and executed processes and a
compound PCR value that results from hashing all these files and processes to a
PCR. These are used for remote attestation to a verifier. For this, the PCR is signed
digitally by the TPM and the signature and the list of files and processes is sent with
the PCR value to the verifier. The verifier needs to check the list for faults, compare
the final PCR of the list with the signed PCR value and verify the signature itself.
This technique is used to detect firmware manipulations quickly.

4.3 OPC UA with a TPM-based Secure Key Management

OPC UA uses established network standards such as TLS and HTTPS for secure
communication. TLS-based standards enable cryptography primitives such as au-
thentication, authorization, encryption and integrity protection for communication.
This effectively blocks all passive eavesdropping attacks. However an intruder could
still extract cryptographic keys and decrypt the communication or forge authentica-
tions. Therefore it is important to protect the keys. The TPM was designed for the
secure management of cryptographic keys. It is able to create, manage and store
keys securely. Therefore, integrating the TPM into TLS and OPC UA should be
adequate to prevent attackers from extracting keys. The TPM 2.0 features two dif-
ferent hierarchies that user keys can be created in: The Storage Hierarchy for keys
that are not used to identify the TPM (like disk encryption keys) and the Endorse-
ment Hierarchy that stores keys derived from the TPM’s unique Endorsement Key
and therefore allow to identify the TPM. When the TPM is used as a key storage
for OPC UA, the OPC UA keys must be included in a suiting hierarchy. Encryption
keys are mapped to the Storage Hierarchy. Signature keys for authentication can
technically be mapped to both hierarchies. Using the Endorsement Hierarchy is the
obvious choice and prevents misuse because it only allows the creation of signature
keys. However the binding to the Endorsement Key may have unintended side ef-
fects. For example it does not allow export of the key if the TPM is to be exchanged.
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The use of the Storage Hierarchy is unrestricted and does not come with any draw-
backs. Therefore, we map all keys to the storage hierarchy of the TPM. With the
secure TPM-based mechanisms of creating and managing cryptographic keys, OPC
UA is secured against most key extraction attacks.

4.4 Binding TPM Keys to Firmware Integrity

In order to grant authorization to use a key, a TPM can either use password authen-
tication or Enhanced Authorization Policies. The latter are a flexible way of binding
the authorization to use a key to certain preconditions including the availability of a
digital signature, time, password or a certain digest within a PCR. All policies can
be combined to enforce any combination of preconditions.

In order to fulfill policies, an authorization session is started in the TPM. Each ses-
sion has a session digest that is changed after each policy command using a hash
function. The change occurs in a way that cryptographically includes the enforced
precondition. Usage of a key is only allowed if the session digest is the same as the
specified session digest that is bound to a key. The OPC UA keys are bound to the
resulting digest of the TPM policy command PolicyAuthorize. This allows usage of
a key, if a previous set of policies lead to a session digest that was signed with a cer-
tain authorization key outside the TPM. With this, the gateway attests its firmware
to a remote verifier by sending the PCR value and measurement list. After verifying
both, the verifier computes the expected session digest after executing the policy
command PolicyPCR with it and signs that digest with the private authorization key.
This signature is sent to the gateway. The gateway executes PolicyPCR and sub-
sequently PolicyAuthorize with the received signature. PolicyAuthorize unlocks the
key only if the session digest produced by PolicyPCR is the same that was signed
by the verifier. This is a more flexible way to react to changes in a PCR. Both imple-
mentations are suited to lock down sensitive keys in case the firmware was tampered
with.

Figure 2 shows an exemplary authentication session with a remote verifier for an
OPC UA key. The session and PCR digests are 32-bit hexadecimal values for
demonstration purposes. In real applications, the length of these digests is deter-
mined by the selected hash algorithm. The OPC UA key is bound to a session digest
of D34DC0D3,,., which is achieved by the PolicyPCR-command that evaluates to
02AB1D00y,, if the PCR contains COD3B332,,. The session digest after PolicyPCR
is signed by the remote verifier and sent to the TPM to fulfill PolicyAuthorize, which
will set the session digest to the desired value if the signature is valid and the session
digest before the command is equal to the session digest in the signature.
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Provided by the verifier TPM Commands Session Digest
TPM2_StartAuthSession
0x00000000
TPM2_PolicyPCR /
(PCR = 0xCOD3B332)
>
0x02AB1D00
Signature N TPM2_PolicyAuthorize
(0x02AB1D00, K_Authorize) ~ (K_Authorize)
0xD34DCOD3
OPC UA Key
(Session Digest = 0xD34DC0OD3)

Fig. 2 Example of Enhanced Authorization Policies binding the key to the firmware integrity

5 Implementation

The open62541 OPC UA implementation is written in C and follows a modular ap-
proach. Hardware or platform specific functionality is replaceably encapsulated by
defining interfaces. This allows open62541 to use either openSSL [4] or mbedTLS
[2] as a cryptography backend. A TPM integration for openSSL was already imple-
mented [5]. In the context of the Internet of Things a more lightweight cryptography
library is needed. Therefore for the proposed concept TPM functionality is included
into the mbedTLS library. The openSSL integration can be used for OPC UA on
less resource-constrained devices. The implementation of this TPM integration into
mbedTLS is currently in progress. It will map all asymmetric keys to storage hier-
archy keys as described in subsection 4.3.

6 Conclusion and Future Work

The concept and rationale for a secure gateway that enables unidirectional access
to sensor data and other data from the field-bus level is introduced. Trusted Plat-
form Modules and software encryption were integrated for secure connectivity of
the gateway with Internet and Cloud-based applications.
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In an evaluation phase already installed vacuum machines of the industry partner
will be equipped with the developed gateway to send a variety of machine data to
Cloud-based tools like predictive maintenance applications.
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